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Chapter 1 GENERAL PROVISIONS

8§ 1. Purpose of Act

The purpose of this act is to ensure the secunty fareign relations of the Republic of
Estonia, protecting state secrets and classifitmnmation of foreign states from disclosure
and becoming accessible to persons who have notdraated access to such information.



8 2. Scope of application of Act

(1) This Act provides the definition of informatiomhich is classified as a state secret,
grounds for the expiry of a classification notice $tate secrets and classified information of
foreign states, and the bases for classificatiahtha changing of related terms; the grounds
for the protection of state secrets, the classiirddrmation of foreign states and classified

media and liability incurring from the violation tfis Act.

(2) Provisions of the Administrative Procedure Aqiply to the administrative procedures
prescribed in this Act, taking account of the sfieaiions provided for in this Act

§ 3. Definitions

In this Act, the following definitions are used:

1) “state secret” means information provided foteBoin this Act or legislation issued
hereunder which requires protection from disclosarthe interests of the national security or
foreign relations of the Republic of Estonia witletexception of classified information of
foreign states;

2) “classified information of foreign states” meaim$ormation originating from a foreign
state, the European Union, NATO or an organisationnstitution established under an
international agreement (hereinafter collectivebferred to as ‘originator of classified
information of a foreign state’) which is releaswdEstonia on the basis of international
agreements, and that has been classified as $gatstoriginator and information created for
the purposes of performance of an internationadegent by the Republic of Estonia that is
to be classified, as provided by the internati@gkeement;

3) “classified medium” means any object which comaa state secret or classified
information of foreign states;

4) “possessor of a state secret” means an ageaongtitutional institution or legal or natural
person who possesses a state secret or classifiesmation of foreign states;
5) “need for access” means the need to procesgescret or classified foreign information
if such a need arises from employment or serviceeslustudy or research, or public
procurement or international procurement, and #isoright to be privy to a state secret or
classified foreign information on any other groundspecified in this Act;

6) “need to know” means the need to access a $pstate secret or classified information of
foreign states;

7) “right for access” means an individual's rigld process state secrets or classified
information of foreign states by virtue of officé a decision of a head of an institution, a
Personnel Security Clearance or a Certificate tiermitness protection measures applicable
or an order of an investigative body, ProsecutOiffice or court;

8) “processing” means drawing up, marking, collegtimaintaining, preserving, transporting,
reproducing, forwarding, destroying or making eptgrof information or medium or being
privy to therewith or any other proceedings undesta with information or medium,
regardless of the nature of the proceedings ompeuemt taken therefore;

9) “processing system” means any information syst@rwiuding any technical equipment
which is used for the electronic processing of infation;

10) “INFOSEC” means the ensuring of the availapiltonfidentiality and integrity of state
secrets or classified information of foreign stateshe automated systems processing state
secrets or classified information of foreign states

11) “accreditation of processing system” meansetiaduation of a processing system against
INFOSEC requirements;



12) “natural person outside the service” meanstaralperson who is not a civil servant,
employee of an institution under the administratb@a state agency or of Eesti Pank;

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

13) “National Security Authority” means a structumanit of the Ministry of Defence,
designated under the Statutes of the Ministry debBee, assigned to organise and supervise
the protection of classified information of foreigtates;

4) “security area” means an area where state secla&ssified as ‘confidential’, ‘secret’ or
‘top secret’ or classified information of foreignakes and medium containing such
information is processed.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

8 4. Authorisation of Secretary General

The Minister may authorise the Secretary GenerdghefMinistry to conduct any operations

and pass decisions that could be conducted andgdss the Minister as a head of an

institution under this Act, and also the decisigpscified in clause 13 (3) 3) and subsection
27 (5) of this Act.

Chapter 2 STATE SECRET

Division 1 State Secret Levels and Types

8 5. Classifications of state secrets

State secrets are protected at the following lewdllassification, listed in increasing
importance of classification, starting from the &swlevel:

1)‘restricted’ level;

2)‘confidential’ level,

3)‘'secret’ level;

4)'top secret’ level.

8 6. State Secrets Related to Foreign Relations

The following is treated as state secret related foreign relations:
1) items of information concerning internationalatmns, created by a foreign relations
institution, except information the disclosure dfieh would not damage the security of the
Republic of Estonia. Such information shall be sifesd at the ‘secret’ or lower level for a
maximum period of fifty years;

2) items of information about the import, exportdaransit of strategic goods, the export of
services related to military goods and end-userategjic goods collected or prepared by the
Strategic Goods Commission operating at the MipisfrForeign Affairs, except information
the disclosure of which would not damage the sgcwi the Republic of Estonia. Such
information shall be classified at the ‘secret’lower level for a maximum period of thirty
years;

3) items of information created by a foreign redas institution which, once communicated,
would considerably damage foreign relations ofRiepublic of Estonia, with the exception of
information specified in subsection 1) of this smtt Such information shall be classified at
the ‘restricted’ level for a maximum period of {ifyears.

§ 7. State Secrets Related to National Defence
The following are treated as state secrets relateational defence:



1) items of information concerning the preparatiolgnagement and operations of national
defence, except information the disclosure of whiabuld not damage the security of the
Republic of Estonia. Such information shall be sifésd at the ‘secret’ or lower level for a
maximum period of fifty years;

2) items of information concerning the preparateomd operation of mobilisation, except
information the disclosure of which would not damalge security of the Republic of Estonia.
Such information shall be classified at the ‘séopetlower level for a maximum period of
thirty years;

3) items of information concerning mobilisation ckpile, except information the disclosure
of which would not damage the security of the Rdipubf Estonia or which is subject to
disclosure under an international agreement. Saébrmation shall be classified at the
‘secret’ or lower level for a maximum period oftéén years;

4) items of information concerning military weapossd munitions of war of the National
Defence Forces and the National Defence Leaguepéxaformation the disclosure of which
would not damage the security of the Republic db&s or which is subject to disclosure
under an international agreement. Such informatlwadl be classified at the ‘secret’ or lower
level for a maximum period of thirty years;

5) [Repealed RT | 2008, 35, 213 entry into force 01.01.2009]

5 information collected from the radar informatiand surveillance systems of the Defence
Forces. Such information shall be classified at ‘Hezret’ or lower level for a maximum
period of ten years;

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

6) items of information concerning inventions artddges conducted for public defence
purposes and their outcome, except informatiordibelosure of which would not damage the
security of the Republic of Estonia. Such inforroatshall be classified at the ‘secret’ or
lower level for a maximum period of thirty years;

[RT 12009, 4, 24 entry into force 01.03.2009]

7) items of information collected and synthesisgdabstructural unit of the Defence Forces
which deals with intelligence and counter-intelhige, except information the disclosure of
which would not damage the security of the Repubfi&€stonia. Such information shall be
classified at the ‘top secret’ or lower level fomaximum period of fifty years.

[RT 12008, 35, 213 entry into force 01.01.2009]

8) items of information concerning the compositimctions and distribution of the budget
of a structural unit of the General Staff of theféee Forces, specified in clauses 37 (1) 1)
and 2) of the Defence Force Services Organisationy Which deals with intelligence and
counter-intelligence, except information the discie of which would not damage the
security of the Republic of Estonia. Such inforroatshall be classified at the ‘secret’ or
lower level for a maximum period of twenty-five ysa

[RT 12008, 35, 213 entry into force 01.01.2009]

9) [Repealed RT 12008, 35, 213 entry into force 01.01.2009]

10) items of information concerning the collectioincovert information by a structural unit
of the Defence Forces, specified in clauses 371j1and 2) and subsection 37 (2) of the
Defence Force Services Organisation Act, which gleaith intelligence and counter-
intelligence, including the information concernirtfhe methods for the collection of
information and regarding the objects to be obskrexcept information the disclosure of
which would not damage the security of the Repubfi&€stonia. Such information shall be
classified at the ‘top secret’ or lower level fomaximum period of fifty years;

[RT 12008, 35, 213 entry into force 01.01.2009]

11) items of information concerning internationalaperation concerning intelligence and
counter-intelligence, conducted by the Defence égmrexcept information the disclosure of




which would not damage the security of the Repubfi&€stonia. Such information shall be
classified at the ‘top secret’ or lower level fomaximum period of fifty years;

[RT 12008, 35, 213 entry into force 01.01.2009]

12) items of information concerning the militaryogeaphy area of the Defence Forces and
the Defence League, except information the disctosaf which would not damage the
security of the Republic of Estonia. Such inforroatshall be classified at the ‘top secret’ or
lower level for a maximum period of fifty years.

8 8. State Secrets Related to Maintenance of Law é®©rder

The following are treated as state secrets relédethe maintenance of law and order:
1) items of information collected by surveillancgeacies when conducting surveillance
activities and the methods, tactics and technigalpgment used for collection thereof, except
information the disclosure of which would not damalge security of the Republic of Estonia.
Such information shall be classified at the ‘topre€ or lower level for a maximum period of
fifty years. Classification shall expire upon usesoch information in a criminal file or
communication thereof to the person with regardvtmm the surveillance activities were
conducted, or the person whose private or familg lvas violated by the activities;
2) items of information concerning the persons andercover agents recruited for secret co-
operation by surveillance agencies. Such informasioall be classified at the ‘top secret’ or
lower level for a maximum period of seventy-fiveayg Classification shall expire if twenty
years have passed since the death of a persorisgeacithis clause but not earlier than fifty
years since classification of the information;

3) items of information concerning police agentssofveillance agencies. Such information
shall be classified at the ‘restricted’ level fornsaximum period of seventy-five years.
Classification shall expire upon use of such infation in a criminal file. Classification of
information not included in a criminal file shabkpare if twenty years have passed since the
death of a person specified in this clause buteadier than fifty years since classification of
the information;

4) items of information concerning the structuremposition and functions of the witness
protection sub-unit of the Police and Border Guaodrd, except information the disclosure
of which would not damage the security of the Réipulf Estonia. Such information shall
be classified at the ‘secret’ or lower level famaximum period of fifty years;

[RT 12009, 62, 405 entry into force 01.01.2010]

5) items of information concerning the assets asttidution of the budget of the witness
protection sub-unit of the Police and Border Guaoadird, except information the disclosure
of which would not damage the security of the Rdipulf Estonia. Such information shall
be classified at the ‘top secret’ or lower leval domaximum period of thirty years;

[RT 12009, 62, 405 entry into force 01.01.2010]

6) items of information concerning the methods aactics of the application of witness
protection measures, except information the discwsof which would not damage the
security of the Republic of Estonia. Such inforimishall be classified at the ‘top secret’ or
lower level for a maximum period of fifty years;

7) items of information concerning witness protestimeasures, applied with regard of a
specific person, except information the disclosofrevhich would not damage the safety of
the protected person. Such information shall besdied at the ‘top secret’ or lower level for
a maximum period of seventy-five years. Classiioratshall expire if twenty years have
passed since the death of a person specifieddrcliwse but not earlier than fifty years since
classification of the information;

8) items of information concerning the nationali@ttplan for response in a state of
emergency or in war-time, as described in the naticrisis management plan, except




information the disclosure of which would not damalge security of the Republic of Estonia.
Such information shall be classified at the ‘topre€ or lower level for a maximum period of
fifty years. Classification shall expire upon thebpc use of such information in an
emergency situation or a state of war;

9) items of information concerning guarded objesthbject to a serious danger and the
measures for protection applicable to their safetythe purposes of the Emergency Act,
except information the disclosure of which would damage the security of the Republic of
Estonia. Such information shall be classifiechat ‘testricted’ level for a maximum period of
twenty years.

[RT 12009, 39, 262 entry into force 24.07.2009]

10) [Repealed RT 1 2009, 39, 262 entry into force 24.07.2009]

8 9. State Secrets Related to Security Authorities

The following are treated as state secrets related security authorities:
1) items of information concerning the internatiboa-operation of the security authorities,
except information the disclosure of which would damage the security of the Republic of
Estonia. Such information shall be classified at‘tbp secret’ or lower level for a maximum
period of fifty years;

2) items of information concerning the assets usethe security authorities and distribution
of the security authorities’ budget, except infotima the disclosure of which would not
damage the security of the Republic of Estonia.hSaotormation shall be classified at ‘top
secret’ or lower level for the maximum period dfyfiyears, except information concerning
the buildings and premises used by a security aityhtbat shall be classified until the expiry
of the possession of a building or a premise;

3) items of information concerning actions of awség authority in an emergency situation,
except information the disclosure of which would damage the security of the Republic of
Estonia. Such information shall be classifiedhat‘top secret’ or lower level for a maximum
period of twenty years. Classification shall expipgon the use of such information in an
emergency situation;

4) items of information concerning the collectioh @vert information by a security
authority, including information concerning the mmais for the collection of information,
except the information specified in clause 8 1)hid Act, the disclosure of which would not
damage the security of the Republic of Estonia.hSatormation shall be classified at the
‘top secret’ or lower level for a maximum period fdty years. Classification shall expire
upon use of such information in a criminal fileammunication thereof to the person with
regard to whom the surveillance activities weredumted, or the person whose private or
family life was violated by the activities;

5) items of information collected and synthesisgdlsecurity authority when discharging its
functions, except information the disclosure of ethivould not damage the security of the
Republic of Estonia. Such information shall be sifésd at the ‘top secret’ or lower level for
a maximum period of fifty years;

6) items of information concerning the composititmctions and distribution of the budget
of structural units of a security authority, excagbrmation the disclosure of which would
not damage the security of the Republic of EstdBiech information shall be classified at the
‘secret’ or lower level for a maximum period oftfifyears;

7) items of information concerning the persons andercover agents recruited for secret co-
operation by a security authority, except the infation specified in clause 8 2) of this Act.
Such information shall be classified at the ‘topre€ level for a maximum period of seventy-
five years. Classification shall expire if twentgays have passed since the death of a person
specified in this clause but not earlier than fiygars since classification of the information;



8) items of information concerning the person wtas lsubmitted a personal confession
concerning service in a security or intelligencgamisation or co-operation therewith to the
Security Police pursuant to the procedure providedn clause 5 (2) 1) of the Procedure for
Registration and Disclosure of Persons who Haveesein or Co-operated with Intelligence
or Counter-intelligence Organisations of Securitg&hisations or Military Forces of States
which Have Occupied Estonia Act, unless the pevdom was in the service of the security or
intelligence organisation or co-operated therewdammitted, in connection with such service
or co-operation, an offence that pursuant to theeatly valid law of the Republic of Estonia
is punishable as a criminal offence in the firsgyrée or committed crimes against humanity
or war crimes and the committing of the crime by prerson has been proved by a court with
a judgment which has entered into force, or untbesperson who was in the service of the
security or intelligence organisation or co-opetateerewith is the President of the Repubilic,
a member of the Riigikogu or the Government of Republic, or a justice of the Supreme
Court. Such information shall be classified at ‘gecret’ level for fifty years. Classification
shall expire if twenty years have passed sincel#ah of a person specified in this clause but
not earlier than fifty years since the classifioatof the information;

9) items of information concerning the co-ordinatiof the activities of security authorities,
their co-operation with the Defence Forces and rméiion concerning theSecurity
Committee of the Government of the Republic, exéefarmation the disclosure of which
would not damage the security of the Republic ofofis. Such information shall be
classified at the ‘top secret’ or lower level for rmaximum period of fifty years;
10) items of information concerning fictitious pens and bodies impersonated by security
authorities and shadow information used, excemirmétion the disclosure of which would
not damage the security of the Republic of EstdBiach information shall be classified at the
‘top secret’ or lower level for a maximum periodfibfy years;

11) information available from document registefsecurity authorities. Such information
shall be classified at the ‘secret’ level for a maxm period of twenty-five years or at a
higher level and for a longer term if the registencerned contains information with the
appropriate classification level and term.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

8 10. State Secrets Related to Infrastructure andrBtection of Information

The following are treated as state secrets relatednfrastructure and protection of
information:

1) items of information concerning security, alawommunication and information systems
of the Office of the President of the Republic,t&t€hancellery, a security authority, the
Ministry of Defence, the Defence Forces, the Defeneague, the Board of Defence
Resources, Eesti Pank, the Ministry of the Interibe Police and Border Guard Board and
the Ministry of Foreign Affairs, including the fagm representations and missions, except
information specified in clause 2) of this sect@md information, the disclosure of which
would not damage the security of the Republic ofofis. Such information shall be
classified at the ‘confidential’ or lower level farmaximum period of thirty years;

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

2) items of information concerning the INFOSEC, eptcinformation the disclosure of which
would not damage the security of the Republic ofofis. Such information shall be
classified at the ‘top secret’” or lower level for maximum period of fifty years;
3) items of information concerning buildings anemises used by a structural unit of the
Defence Forces exercising the authorityspécified in clauses 37 (1) 1) and 2) of the Defenc
Forces Organisation Act andséructural unit of the General Staff of the Defeorces, which




deal with intelligence and counter-intelligencecet information the disclosure of which
would not damage the security of the Republic ofofis. Such information shall be
classified at the ‘confidential’ or lower level urthe expiry of the possession of a building or
premises;

[RT 12008, 35, 213 entry into force 01.01.2009]

4) items of information concerning weapons and ioms warehouses of the Defence Forces
and the Defence League, except information thelaisee of which would not damage the
security of the Republic of Estonia. Such inforroatshall be classified at the ‘confidential’
or lower level until the expiry of the possessidnaoweapons or munitions warehouse;
5) items of information concerning evacuation of itlassified media of a possessor of a
classified information, except information the distre of which would not damage the
security of the Republic of Estonia. Such inforroatshall be classified at the ‘top secret’ or
lower level for a maximum period of twenty years;

6) items of information concerning the security aarm systems within a secure area of a
possessor of the classified information, excepmirmftion the disclosure of which would not
damage the security of the Republic of Estonia.hSaformation shall be classified at the
‘confidential’ or lower level for a maximum periad thirty years.

7) information concerning the carriage of cash BstEPank, except for information the
disclosure of which would not damage the securitytree Republic of Estonia. Such
information shall be classified at the ‘confidetita lower level for a maximum period of ten
years.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

8) information concerning organisation of and thequirements for uninterrupted
communication, except information the disclosurevhfch would not damage the security of
the Republic of Estonia. Such information shalldbessified at the ‘restricted’ level for a
maximum period of twenty-five years.

[RT1,17.02.2011, 2 entry into force 01.01.2012]

8 11. Sub-classes of Information Regarded as Stat&ecrets and
Establishment of its Classification Terms and Leveal

(1) Sub-classes of information specified as statget in 8 6, clauses 7 1)-8) and 10)-12),
clauses 8 1), 2) and 4)-10), clauses 9 1)-6) ariDPprnd § 10 of this Act and the terms and
level of classification of such informatioshall be established by a regulation of the
Government of the RepublicThe classification term of the sub-classes ofssifeed
information may be linked to the occurrence of dipalar event, taking into consideration
the maximum term of classification specified irstict.

(2) The classification level and term of the infatmon, specified in clause 7 6) of this Act,
shall be established separately for each inverdimh study by the Minister of Defence. The
Ministry of Defence shall communicate the Patenfigd®finformation on the topics of the
technical field that may be important for natiodafence purpose and therefore be a subject
for classification. Such information shall be cléied at the 'restricted’ level, as appropriate,
or as information intended for internal use only.

[RT 12009, 4, 24 entry into force 01.03.2009]

(3) Information specified in 8§ 6, clauses 7 1)), 7) and 10)-12), clauses 8 1) and 4)-10),
clauses 9 1)-6) and 9)-10) and § 10 of this Aat,dIsclosure of which would not damage the
security of the Republic of Estonia, shall be wdahs information intended for internal use if
restriction of access to such information is reggiiunder an agreement with a private person,
foreign state or international organization, odigclosure of such information would damage
the foreign relations of the state or dischargdahef functions of a possessor of classified
information arising from law.




Division 2 Expiry of Classification of State Secret,
Modification of Classification Bases and Term

8 12. Expiry of Classification of State Secret

The classification of a state secret shall expiter &xpiry of the term of classification, upon
occurrence of a specified event or premature deifileetion of information classified as a
state secret.

8§ 13. Premature Declassification of Information Clasified as State Secret

(1) If information which is classified as a stagciet no longer requires protection from
disclosure in the interests of national securityhe Republic of Estonia, the information is
declassified prematurely pursuant to the proceduseided for in this Act.

(2) Premature declassification of information caonggg a natural person, classified as state
secret, specified in clause 7 9), clauses 8 2)arft) 7) and clauses 9 7) and 8), is only
permitted during the lifetime of the person coneerrupon the written consent of the
concerned person to the extent specified by himhen except if the person has been
convicted of intentionally committed criminal offes against the state or a crime against
humanity.

(3) The decision to prematurely declassify inforimratwhich is classified as a state secret is
adopted by:

1) the President of the Republic — in the case sfate secret created by the Office of the
President of the Republic;

2) the Board of the Riigikogu - in the case of @estsecret created by the Chancellery of the
Riigikogu and Committees of the Riigikagu

3) a Minister — in the case of a state secret edeatithin the area of government of the
respective Ministry, except a state secret enter@dmedium submitted to the Government of
the Republic or government committee for adoptimgesion;

4) the Chief Justice of the Supreme Court — inctiee of a state secret created by courts;

5) the Chancellor of Justice — in the case of #essacret created by the Office of the
Chancellor of Justice;

6) the Auditor General — in the case of a stateet@teated by the National Audit Office;

7) the Governor of Eesti Pank — in the case ofatestecret created by Eesti Pank and its
subsidiaries;

8) the State Secretary — in the case of a statetsgeated by the State Chancellery, except a
state secret entered in a medium submitted to thee@ment of the Republic or government
committee for adopting a decision;

9) the head of a security authority — in the cds state secret specified in clause 9 4) of this
Act. Declassification of a state secret takes plagfere the intended term of expiry if this is
necessary for discharging a function of a secuatihority and only to the extent that will not
endanger the security of individuals who particgolor are participating in the collection of
the information or who are mentioned in that infation.

(4) The Government of the Republic shall decidetbe premature declassification of
information that is classified as a state secmtspecified in subsection (3) of this section.

(5) The procedure for filing a request for the patume declassification of information which
is classified as a state secret, notification o thtention of premature declassification,
contesting premature declassification, notificatbdpremature classification and marking the
appropriate medighall be established by a regulation of the Govemtnof the Republiin

the Procedure for Protection of State Secrets dask(fied Information of ForeigStates.




8§ 14. Procedure for Extension of Term for Classifiation of Information
Classified as State Secret

(2) If information which is classified as a staézi®t also requires protection from disclosure
in the interests of the national security of thep&#ic of Estonia after the expiry of the term
of classification established by this Act aRgislation issued hereunder, the term for the
classification of the information may be extendedfive-year periods, but not for more than
seventy five years in all. The term for the clasation of the information specified in clause
9 8) of this Act may not be extended.

(2) The decision to extend a term for the clasatiom of information which is classified as a
state secret is adopted by:

1) the President of the Republic — in the case sfate secret created by the Office of the
President of the Republic;

2) the Board of the Riigikogu - in the case of @estsecret created by the Chancellery of the
Riigikogu and Committees of the Riigikogu;

3) the Chief Justice of the Supreme Court — inctiee of a state secret created by courts;

4) the Chancellor of Justice — in the case of #&essacret created by the Office of the
Chancellor of Justice;

5) the Auditor General — in the case of a statees@ceated by the National Audit Office;

6) the Governor of the Bank of Estonia — in theecaf a state secret created by Eesti Pank
and its subsidiaries.

(3) The Government of the Republic shall decidetlo@ extension of the term for the
classification of information which is classified a state secret, not specified in subsection
(2) of this section.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(4) The procedure for filing a request for the esien of the term for the classification of
information which is classified as a state searetification of the intention of extension of
the term for classification, contesting extensidrin@ term for classification, notification of
extension of the term for classification and magkine appropriate medghall be established
by a requlation of the Government of the Republicthe Procedure for Protection of State
Secrets and Classified Information of Forefjates.

8 15. Declassification of Information Processed aState Secret with no
Legal Grounds and Changing Level of Classificationof Information
Classified as State Secret, Basis and Term of Cléfssation

(1) The Government of the Republic shall declassifg classification of information
processed as a state secret with no legal grounsisatl change the level, grounds or term of
a state secret classified at an incorrect levelymng legal grounds or for a wrong term of a
state secret included in a medium to be submittetheé Government of the Republic or a
government committee for the adoption of a decision

(2) A natural person outside the service or in8titu serving as the originator of the
information or an individual or his or her deputgs@ned by an agency, constitutional
institution or legal person that are originatorsirdfbrmation assigned under the procedure
provided in subsection 20 (2) of this Act, shaltldssify the information processed as a state
secret with no legal grounds or shall change tivellegrounds or term of a state secret
classified at an incorrect level, on wrong legaugrds or for a wrong term of a state secret, in
cases not specified in subsection (1) of this sacti

(3) Should the identification of the originatortbk information, specified in subsection (2) of
this section, be impossible or if the originatortbé information has ceased to exist or the
originator of the information is no longer entitlexprocess a state secret, the Minister of the



Interior shall declassify the information processsda state secret with no legal grounds or
shall change the level, grounds or term of a sset@et classified at an incorrect level, on
wrong legal grounds or for a wrong term.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(4) The procedure for the submission of an appboafor the declassification of information
processed as a state secret with no legal grourdi$oa changing the level, legal grounds or
term of a state secret classified at an incoreatl| on wrong legal grounds or for a wrong
term, notification of the intent of declassifyinget information or changing the level of
classification, contesting the declassificationtieé information or changing the level of
classification, notification of declassification @hanging the level of classification and
marking of the respective mediaall be established by a regulation of the Governtrof the
Republic in the Procedure for Protection of State Secrew$ @lassified Information of
ForeignStates.

(5) If the processing of information as a stateetewith no legal grounds or the classification
of a state secret at the incorrect level, on wraggl grounds or for a wrong term has been
proven by a court ruling or a ruling on misdemeanthe possessors of media bearing such
information shall immediately mark such media pardguto subsection (4) of this section
under the procedumstablished by a regulation of the Government @Republic

[RT 1, 08.11.2010, 3 entry into force 18.11.2010]

Division 3 Protection of State SecretsSubdivision General
Provisions

8 16. Protection of State Secrets

The protection of state secrets shall be ensuretéiollowing:

1) compliance with the procedure for access t@® fatrets;

2) compliance with the INFOSEC procedure;

3) protection of state secrets against unlawfuldsire;

4) annual inspection of the existence and integritynedia containing state secrets classified
as ‘secret’ and ‘top secret’;

5) imposition of disciplinary, misdemeanour or dnal liability for violation of the
procedure for the protection of state secrets;

6) notification of individuals of the requiremerfts the protection of state secrets before
granting access to state secrets.

8§ 17. Protection of Classified Media

(1) The classified medium as a whole is classifiethe highest classification level attached
to its different parts.

(2) The term of classification term of a mediumlsba equivalent to the classification term

of a state secret stored on the medium. If stateeteeof different types and with different

classification terms have been stored on a medibeterm of classification of a medium

shall be equivalent to the longest possible terntla$sification applicable to state secrets
stored on the medium.

(3) The expiry of a classified medium and the tesfnclassification of any excerpts and

copies made of this medium shall commence as ofl#tte for the initial registration of a

medium as a classified medium.



§ 18. Duty to Maintain State Secrets, Applicable td®ersons Who Do Not
Possess Right for Access to State Secrets

(1) A person who does not have the right to acests® secrets but to whom a state secret
becomes known or who comes into possession ofsaifted medium is required to maintain
the confidentiality thereof and promptly notify tBecurity Police once realising he or she is
in possession of a state secret or classified medilhe person is required to give the
classified medium promptly to the Security Police.

(2) If a state secret becomes known to a persarifigekin subsection (1) or he or she comes
into possession of a classified medium by a sereiceontractual relation, such a person is
required to maintain the confidentiality thereotigsromptly notify the Security Police after
he or she realised or should have realised thaftr lshe is in possession of a state secret or
classified medium. The person is required to gheedlassified medium to a person assigned
under the procedure specified in subsection 20f(#)is Act.

(3) In cases specified in subsections (1) and {2his section, a person is required to apply
reasonable measures at his or her disposal, regtar@rotect the classified medium from
disclosure and from access by persons who do regess a right for access and need to
know, until a classified medium can be handed over.

8 19. Duties of Persons with Right for Access to &e Secrets and a Facility
Security Clearance

A person with a right for access to state secnetskacility Security Clearance is required to:
1) maintain the confidentiality of state secretsiowkhbecome known to him or her;
2) protect classified media in his or her possesdimm disclosure and access by
unauthorised persons who have no right for accessed to know;

3) notify immediately an agency, a constitutiomadtitution or legal person in whose service
the person obtained a right for access or a Fa8kicurity Clearance due to a service or some
other contractual relationship, and the SecurityicBoof any person who attempted or is
attempting in any way to obtain unlawful accessttde secrets;

4) notify immediately an agency, a constitutiomatitution or legal person in whose service
the person obtained a right for access or a Fa8kicurity Clearance due to a service or some
other contractual relationship and the Securityideolof each attempt to violate the
requirements of this Act or any legislation isswedthe basis thereof, which becomes known
to him or her;

5) take measures upon illegal disclosure of a stateet or becoming known thereof to an
unauthorised person who has no right for accesstdte secrets to avoid the damages
potentially resulting from such disclosure or conmication;

6) notify immediately the corresponding agency \Whis competent to perform a security
vetting of the address of his or her place of stay other contact information when staying in
a foreign state for a period longer than three mmsnt

7) notify immediately the corresponding agency whperforms a security vetting of any
change in his or her name.

8 20. Duties of Persons in Possession of Classiflatbrmation

(1) Persons in possession of classified informatem@ required to adopt suitable
organisational, physical and INFOSEC security messsfor the protection of state secrets.
(2) The head or a directing body of an agencyitutgin or legal person in possession of state
secrets is required to appoint a person and thatyleg the person who shall organise the
protection of state secrets. If necessary, a stralcunit organising the protection of state
secrets shall be formed.



(3) The responsible person or a structural uniti§igel in subsection (2) of this section shall
be directly subordinate to the head or directindybof an agency, constitutional institution or
legal person and to the Secretary General in miesstin issues concerning organisation of
the protection of state secrets.

(4) Requirements applicable to the responsible gmersr a structural unit, specified in
subsection (2) of this sectioghall be established by a regulation of the Govemtnof the
Republicunder the Procedure for Protection of State SeenetlsClassified Information of
ForeignStates .

(5) The head or a directing body of an agency,retitntional institution and a legal person in
possession of state secrets is required to asemgjtigns assuming the right for access to state
secrets as a prerequisite for holding such a posittuch positions shall be identified as a
separate list or a membership table, giving thelired level of access to state secrets that is
required for each position.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

6) An agency, a constitutional institution and galeperson in possession of state secrets is
required to adopt the guidelines for the protectmin state secrets, laying down the
requirements for the protection of state secrgipli@able in the given agency, constitutional
institution and legal person. The requirements ¢oobserved in these guidelingkall be
established by a Regulation of the Government ef Republicunder the Procedure for
Protection of State Secrets and Classified Infoionadf ForeignStates.

(7) The possessor of a state secret is requir@asfct the existence and integrity of media
containing a state secret classified as ‘secrat’ ‘®op secret’ in its possession at least once
per year. The existence and integrity of media ketrchives that contain ‘secret’ and ‘top
secret’ information shall be inspected at leasteoruery five years. The results of the
inspection shall be recorded in writing.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(8) Upon termination of an agency, a constitutidnatitution or a legal person in possession
of state secrets, the classified media shall besitga with the Security Police or, in the case
of the Defence League or the Defence Forces, tinei@eStaff of the Defence Forces.

[RT 12008, 35, 213 entry into force 01.01.2009

8 21. Use of Weapon for Protection of State Secret

(1) A military or a service weapon may be used tfag protection of a state secret if the
danger cannot be diverted in another way or in ti@ee must do everything possible to
avoid threatening a life or the physical integofyany third party when using a weapon.

(2) One may use a firearm against a person ongnasxtreme measure to render the attacker
incapable of attack, resistance or escape for ¢iote state secrets classified as
‘confidential’, ‘secret’ or ‘top secret’ if no oth@ption is available for the protection of state
secrets and it is necessary, at the same time, to:

1) fend off an immediate threat to one’s life og thanger of serious physical harm occurring;
2) prevent the escape of a person if that persomiliegal possession of a medium containing
a state secret classified as ‘secret’ or ‘top se@e

3) prevent the commitment of a crime of a firstr@egthat can be anticipated or is in process
or the commitment of a crime that may result iffedentence in prison.

(3) A person against whom a weapon shall be usest il first warned of the use of a
weapon. Should the warning give no result or ispossible due to an urgent need to fend off
a threat or a dominant need to protect some benefik is free to use a weapon.



§ 22. Competence of Security Police and General $taf Defence Forces in
Organising the Protection of State Secrets

[RT 12008, 35, 213 entry into force 01.01.2009]

(1) The protection of state secrets shall be osgghand supervision over implementation of
this Act and any legislation passed hereunder sleadixercised by the Security Police, and in
the Defence Forces and the National Defence Ledguéhe General Staff of the Defence
Forces, except in the cases specified in § 23igfAbt.

[RT 12008, 35, 213 entry into force 01.01.2009]

(2) The Security Police and the General Staff of tbefence Forces are required, as
appropriate, to:

[RT 12008, 35, 213 entry into force 01.01.2009]

1) supervise the compliance with the requiremelfitstate secret protection in agencies,
constitutional institutions and legal persons irsgEssion of state secrets, and supervise the
access by natural persons to state secrets;

2) supervise compliance with requirements for thecessing of state secrets and classified
media;

3) determine violations of requirements of this Acid any legislation issued on the basis
thereof;

4) make proposals to the Security Committee of @mernment of the Republic for the
prevention and elimination of the deficiencies aadations;

5) organise periodic training on issues of the gmon of state secrets;
6) check for the presence of illegal intercept desiin a security area of classified
information of a possessor of classified informatidepending on the risk assessment rating.
(3) In the course of exercising supervision, theusiey Police and the General Staff of the
Defence Forces have the right to access all negesstormation and issue mandatory
precepts to the possessor of classified informdborhe elimination of a violation or danger
of violation of requirements arising from this Awmtany legislation passed hereunder.

[RT 12008, 35, 213 entry into force 01.01.2009]

(4) If, in the course of supervision, violations re@fquirements established by this Act or
legislation issued on the basis thereof are asnedavhich may bring about a disclosure of
state secrets, the Security Police and the GeB¢aéfl of the Defence Forces, as appropriate,
have the right to issue a mandatory precept topthesessor of state secrets who is being
supervised for the suspension of the processimgjaté secrets and classified media and, if
necessary, to take the classified media temporantly storage until establishment of the
necessary conditions.

[RT 12008, 35, 213 entry into force 01.01.2009]

(5) Upon failure to comply with the precept, spedfin clauses 3) and 4) of this section, the
Security Police and the General Staff of the Dedefrorces have a right to apply substitutive
enforcement and penalty payment in the proceduviged for in the Substitutive
Enforcement and Penalty Payment Act and imposenalfyepayment with a maximum value
of 3,200 euros.

[RT 12010, 22, 108 entry into force 01.01.2011]

(6) The Minister of the Interior shall approvef the working schedule for the conduct of
inspection of state secret protection by the Sgctwlice and the working procedure of the
Committee conducting inspection.




§ 23. Competence of Information Board in OrganisingProtection of State
Secrets

(1) The Information Board shall:

1) organise and verify compliance with the requieaets established for INFOSEC;
2) organise and verify the protection of state etsoon foreign missions and in the units of the
Defence Forces, located outside the territory efRlepublic of Estonia.

[RT 12008, 35, 213 entry into force 01.01.2009]

(2) The Information Board shall, for the purpose afanisation and verification of
INFOSEC:

1) provide advice and guidance to possessors esiiled information in matters related to
INFOSEC for the protection of state secrets;

2) provide advice and guidance to possessors esifiled information in matters related to
the violation of requirements established for INFEQS participate in the assessment of
incurred damages, give recommendations for the temopf additional security measures;
3) initiate the accreditation of a processing systd the request of a possessor of classified
information or at its own initiative;

4) issue and invalidate a conformity certificateegi to a processing system and a temporary
permit of use;

5) co-operate with foreign states and internatiarghnisations in the sphere of INFOSEC;
6) organise and verify the processing of encryptederials that are used to protect state
secrets and provide advice and guidance for teggssing;

7) applies security measures to protect the prowpsystem in the case of a security failure
or a threat thereof;

8) organise periodic training for assuring confaynwith the INFOSEC requirements.

(3) On foreign missions and in the units of thedhek Forces, located outside the territory of
the Republic of Estonia, the Information Board khal

1) supervise the compliance with the requiremeitstate secret protection and access by
natural persons to state secrets;

2) supervise compliance with the requirements fug processing of state secrets and
classified media;

3) determine violations of requirements of this Aot legislation issued on the basis thereof;
4) make proposals to the Security Committee of @mwernment of the Republic for the
elimination of deficiencies and prevention of aitbbns;

5) organise periodic training in order to ensure ¢cbmpliance with the requirements of the
protection of state secrets;

6) check for the presence of illegal intercept desiin a security area of classified
information of a possessor of classified informatidepending on the risk assessment rating.
(4) In the course of exercising supervision, thierimation Board has the right to access all
necessary information and issue mandatory pretepkt® possessor of classified information
for the elimination of a violation or danger of labon of requirements arising from this Act
or any legislation passed hereunder.

(5) If, in the course of supervision, violations m@quirements established by this Act or
legislation issued on the basis thereof are asnedavhich may bring about a disclosure of
state secrets, the Information Board, as appreprets the right to issue a mandatory precept
to the possessor of state secrets who is being\ssge for the suspension of the processing
of state secrets and classified media and, if sacgsto take the classified media or a part of
a processing system temporarily into storage estéblishment of the necessary conditions.
(6) Upon the failure to comply with the precepteaified in clauses 4) and 5) of this section
the Information Board has the right to apply substie enforcement and penalty payment in




the procedure provided for in the Substitutive Ecdonent and Penalty Payment Act. The
maximum amount of the penalty fine to be impose®|200 euros.
[RT 12010, 22, 108 entry into force 01.01.2011]

8 24. Competence of Security Committee of Governmemf Republic in
Organising Protection of State Secrets

The Security Committee of the Government of theuRép shall:

1) provide advice to the Government of the Repuloliche organisation of the protection of
state secrets;

2) review petitions and complaints concerning thiawful application of or failure to apply
this Act or legislation issued on the basis therbgfa Minister and shall inform the
Government of the Republic of the results of theew;

[RT 1,08.07.2011, & entry into force 22.07.2011]

3) give an opinion concerning draft legislation amernational agreements pertaining to state
secrets submitted to the Government of the Republic

4) express opinion concerning premature declaasibic of state secrets, extension of term of
classification and change of the grounds, leveltana of classification.

Subdivision 2 Access to State SecretsSub-subdivision 1
General Provisions

8 25. Granting Access to State Secrets

(1) Before permitting access to a state secretptdssessor of the state secret is required to
ascertain each time that the person holds a right access to state secrets of the
corresponding classification and verify that thespa has a need to know.

(2) If the classified medium contains state secrd@ssified at different levels, other
information with restricted access or informatiast subject to restricted access, access shall
be granted to the part of medium not containingrimiation with restricted access or to
information made available to that respective peraocording to the right for access and
need to know. Access is denied to the part of tedium that provides the basis for drawing
conclusions on the part of the medium to whichgleson holds no right for access or need to
know.

(3) A citizen of a foreign state, a person withaitizenship or a legal person registered in a
foreign state may only be granted access to a satget in the following cases:
1) for the participation of a person in negotiaoconcerning a public or international
procurement;

2) a possessor of classified information needsréamtgthe person access in connection with
the functions to be discharged by the institutiod #he person concerned has the required
special knowledge, skills or equipment to contrbud discharging the aforementioned
functions, or

3) in cases specified in 88 29 or 30 of this.Act

Sub-subdivision 2 Right for Access

8 26. Right for Access to State Secrets

(1) A person has the right for access to stateet®cr
1) by virtue of office;



2) under the decision of a head of an agency;

3) under a Personnel Security Clearance,;

4) in relation to the adoption of witness protectroeasures or

5) by the ruling of an investigation institutiorrpgecutor’s office or court.

(2) Right for access to a higher classificatiorstaite secrets also grants the right to access a
lower classification of state secrets. Right focess to a lower classification of state secrets
does not grant the right to access a higher clegagdn of state secrets.

(3) Right for access is not granted solely with pugpose of granting a person access to a
security area of classified information or to faate movement in the security area.

(4) A Facility Security Clearance does not grarg fierson under contractual or service
relationship with the person holding a Facility Gty Clearance a right for access to state
secrets.

(5) The term of the right for access, granted isecaf a temporary need for access, must not
exceed the term of the person’s participation extdmporary task or work.

(6) Expiry of the right for access to state secdetss not relieve the person who held a right
for access from the obligation to maintain the aeritiality of a state secret.

(7) The person who held a right for access musirmeall the classified media in his or her
possession to the possessor of classified infoomagvhich granted him or her access to state
secrets, upon the expiry of the right for accedse Mmedia that only contain state secrets
created by the person who held the right for aceesshanded over to the state agency that
initiated the creation of information and to thee@dty Police in all other cases.

8 27. Right for Access to State Secrets by Virtuef ®©ffice and Under
Decision of Head of Agency

(1) The right for access to any level of state eeis; under this Act, given by virtue of office
to the following individuals:

1) the President of the Republic;

2) a member of the Riigikogu;

3) a member of the Government of the Republic;

4) a judge;

5) the Commander of the Defence Forces;

[RT 1,08.07.2011, 8 entry into force 22.07.2011]

6) the Chancellor of Justice and the Deputy Chémcelof Justice-Adviser;

7) the Auditor General,

8) the Governor of Eesti Pank, Chairman and merobtre Executive Board of Eesti Pank;

9) the Head of the Estonian Data Protection Inspatz.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(2) The right for access only to state secretssiflad as ‘restricted’ shall be granted, by
virtue of office, to a civil servant of a state agg, an employee of atate agency
administrated by a government authority and an employee of Eesti Pank who is appointed,
chosen or hired under a contract of employmentaforoffice that requires access to state
secrets classified as ‘restricted’ as a prerecufsit holding this office.

[RT 1, 08.11.2010, 3 entry into force 18.11.2010]

(3) If circumstances specified in subsection 32dfL}his Act are revealed concerning the
person applying for or holding the office specifiéd subsection (2) of this section:
1) this person will not be given an office thatuggs access to state secrets; or

2) this person is dismissed from an office thatunexy access to state secrets under the
procedure provided by the Public Service Act or samther specific legal act, regulating
public services or the contract of employment, eiynwith this person, is terminated, as
provided in the Employment Contracts Act of the Rajz of Estonia.




[RT 12009, 5, 35 entry into force 01.07.2009]

(4) If circumstances specified in subsection 32dR}his Act are revealed concerning the
person applying for or holding an office that assanaccess to state secrets classified as
‘restricted’, the head of a security authority, wtunducts a security vetting on the person,
may deprive the person of the right for accesstatessecrets classified as ‘restricted’ or
prohibit granting the right until the respectiveccimstances have lapsed. Clauses (3) 1) and
2) of this section shall be applicable in this case

(5) The decision to grant natural persons outdideservices the right for access only to a
state secret classified as ‘restricted’, is adoptgghrately in each case by:

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

1) the appropriate minister;

2) the head of the appropriate institution in theecof the Chancellery of the Riigikogu, the
Office of the President, the State Chancellery, @fice of the Chancellor of Justice, the
Eesti Pank, courts, the State Audit Office and acusy authority

3) the Governor of Eesti Pank in the Financial $up®n Authority.

(6) The right for access shall be granted for adixerm in cases specified in subsection (5) of
this section. The right for access expires uporettgry of the fixed term, if not extended, or
upon the deprivation of the right for access.

(7) If circumstances specified in subsection 32 ¢filxhis Act are revealed regarding the
person specified in subsection (5) of this sectibe, person shall be denied the right for
access to state secrets classified as ‘restricbedhe right for access shall be deprived by a
decision of a person competent to cancel the fagtdccess.

(8) If circumstances specified in subsection 32 ¢2)his Act are revealed regarding the
person specified in subsection (5) of this sectibre head of a security authority, who
conducts a security vetting on the person, mayidepghe person of the right for access to
state secrets classified as ‘restricted’ or prahgsanting the right until the appropriate
circumstances have lapsed.

(9) The security authority shall send the offigralkrified transcript of a decision, specified in
subsections (4) and (8) of this section, withirefvorking days to a person who was deprived
of the right for access and a notice regardingaiheption of such a decision to an agency,
constitutional institution or a legal person, whiemploys the person or which granted the
right for access to the concerned person.

(10) If a person applying for or holding a right faccess only to a state secret classified as
‘restricted’ holds no right for access to statersecclassified as ‘confidential’, ‘secret’ or ‘top
secret’, the agency specified in subsections (2) (6) of this section shall:
1) notify the person who has been granted the fagtdccess of the obligations, specified in 8
19 of this Act;

2) shall take a signed verification of the persetating that he or she is aware of the
requirements for the protection of state secrhtsliability incurring from their violation, and
obligation to safeguard the state secret becomingowk to him or her;

3) shall take a signed consent from the person ghatl entitle an agency competent to
conduct a security vetting to obtain informatiomcerning the person from natural and legal
persons and from institutions and bodies for thepidn of a decision concerning both the
granting of the right for access or extendingetsit as well as during the term of the right for
access. (11) Verification and consent, specifiedubsection (10) of this section, and a copy
of the resolution, adopted under subsection (5)thi$ section, are sent to the agency
competent to conduct a security vetting concertiegperson.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(12) Should the person refuse to give the verificadr consent, specified in subsection (10)
of this section, the person shall not be grantex right for access only to state secrets




classified as ‘restricted’. Subsection (3) of thextion shall be applicable in this case to a
person, who applies for or holds an office reqgrihe right for access to state secrets
classified as ‘restricted’.

(13) The format of the documents specified in asugl0) 2) and 3) of this sectios
established by a Regulation of the Government ef Republicunder theProcedure for
Protection of State Secrets and Classified Infoionadf Foreign States.

§ 28. Right for Access to State Secrets under Perseel Security Clearance

(1) The right for access to state secrets clagsd® ‘confidential’, ‘secret’ or ‘top secret’ is
available to a natural person who has been gramtpdrsonnel security clearance to state
secrets (hereinafter a Personnel Security Cleayari@n appropriate level.

(2) If provided under an international agreemergpligation for a Personnel Security
Clearance is not required from a citizen of a fgmestate or a person with no citizenship who
holds a right for access to the appropriate lefelassified information of a foreign state.

8 29. Right for Access to State Secret on Basis BleasonedOrder of
Investigative Body or Prosecutor’s Office or CourtRuling

(1) Participants in pre-trial proceedings or judigroceedings, an individual involved in the
proceedings and the representatives of both pantiesminal, civil or administrative matters,
or matters of misdemeanour have the right to ac@dtes passing the security vetting, state
secrets classified as “restricted”, “confidentiat’“secret” on the basis of a reasoned order of
an investigative body, the Prosecutor’'s office ocaurt ruling if access is unavoidably
necessary for the adjudication of the criminaljlav administrative matter, or the matter of
misdemeanour.

[RT 1, 08.11.2010, 3 entry into force 18.11.2010]

(2) Access on the basis of a reasoned order fromvastigative body, the Prosecutor’s office
or a court ruling is not permitted to state secddssified as “restricted”, “confidential” or
“secret” if this endangers the performance of thies provided for in clauses 8 (1) 2), 3) and
4) of the Surveillance Act, or to state secretssifeed as “top secret”.

(3) A security vetting shall not be performed ispect of suspects, the accused at trial and a
counsel who is an advocate if the need to accass stcrets arises from ensuring the right of
defence in criminal proceedings.

(4) An investigative body, the Prosecutor’s offmea court shall forward an application for
the conduct of a security vetting to an agency wigerforms a security vetting in order to
decide on the granting of the right to access stateets to a person. In order to pass the
security vetting, the person shall submit the doeninspecified in clause 27 (10) 3) of this
Act to the agency which performs a security vetting

(5) The agency which performs a security vettingllshresent the information obtained as a
result of a security vetting to an investigativadpothe Prosecutor’s office or a court within
the term specified thereby, and this term shalloglkess than one month.

(6) An investigative body, the Prosecutor’s offiwlo prepared an order or a court which
prepared a ruling shall notify the person to bengga a right for access to state secrets
pursuant to the procedure prescribed in this secfdhe obligations specified in § 19 of this
Act and shall obtain a signed verification spedfia clause 27 (10) 2) of this Act from a
person before access to the information is grantla;h shall be included in the materials of
the file.

(7) Upon refusal to sign the consent, specifiedubsection (4) of this section or to give a
verification specified in subsection (6) of thixten, the consent or verification shall contain
a notation concerning the refusal and the readwreaf that shall be confirmed by the body




conducting proceedings. The person who refusesviothe consent or verification shall not
be granted the right for access to state secrets.

8 30. Right for Access to State Secrets of PersoAsotected Under Witness
Protection Act and Their Representatives

(1) A person in respect of whom witness protectoeasures are applied pursuant to the
Witness Protection Act and the advocate represgrtie aforementioned person have the
right to access state secrets concerning his omptaection without a Personnel Security
Clearance or compliance with the requirement t® jpasecurity vetting, to an extent which is
unavoidably necessary. The person shall be notiffete obligations provided for in 8 19 of
this Act and is required to sign the verificatiepgcified in clause 27 (10) 2) of this Act. The
person refusing to give the verification shall hetgranted the right for access to state secrets.
(2) A representative of the person specified inssgbon (1) of this section, not being a
lawyer, is given access to state secrets concethengrotection of the aforementioned person
after passing a security vetting to the extent thateemed necessary. Subsections 29 (4)-(7)
of this Act are applicable to such cases.

Sub-subdivision 3 Application for Issue, Issue, Exnsion

of Term and Expiry of Personnel Security Clearance 31.
Application for Personnel Security Clearance or Ex¢nsion of Term
Thereof

(1) In order to obtain a Personnel Security Cleega®SC) or to be granted extension of the
term thereof, a person shall submit an applicatethe agency which performs a security
vetting through a constitutional institution, gowerental authority or state agency
administrated by a government authority (hereimafte ‘sponsor of a PSC’) which justifies
the need for access and supports the grantingR8@ or extension of the term thereof, to
which the following documents shall be appended:

1) a letter from the sponsor of the PSC (excephef sponsor of the PSC and the agency
performing a security vetting are one and the sagency) which justifies the need for
access by the person who is in an employment,ceori contractual relationship or applying
for such relationship and which supports the grantf the PSC or extension of the term
thereof;

2) a completed form by the applicant for a PSC ugpplication therefor. Upon application
for a PSC within the period of one year as of tRpirg of the previous PSC or for the
extension of the term thereof or applying for ahleigaccess level, a completed form of the
person who is extending the PSC;
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3) documents specified in clauses 27 (10) 2) araf 8)is Act.(2) Upon extension of the term
of a PSC, one may, if applicable, apply for acdesstate secrets of a classification level
lower or higher than specified in the valid PSC.

(3) In order to be granted extension of the termaoPSC, the documents required for
extension shall be submitted to the agency thdopas a security vetting no later than three
months before the expiry of the PSC.

(4) In the case of the timely submission of theuwtoents required for the grant of extension
of the term of a PSC, the term of the PSC shakXtended until the decision to extend or
refuse from reviewing the application has been tatbp

(5) The format of the application for a PSC or asten of the term thereof and the format of
an application form of a person applying for a R8@&xtension thereof shall be established




by a Requlation of the Government of the Repubhcer theProcedure for Protection of
State Secrets and Classified Information of For&tates.
[RT 1, 08.11.2010, 3 entry into force 18.11.2010]

8 32. Bases for Refusal to Grant Personnel Securif@learance or Extend
Term Thereof

(1) A PSC shall not be granted to or extensiorhefterm thereof shall be refused to natural
persons:

1) who are lacking the need to know;

2) who do not meet the requirements provided fauinsection 33 (1) of this Act;

3) with restricted active legal capacity;

4) who are employed or have been employed by ttedligence or security service of a
foreign state, except if the person complies whih tequirements specified in subsection 25
(3) of this Act and, according to a security auttypidoes not pose a threat to the security of
the Republic of Estonia;

5) who have been disclosed or are subject to disobopursuant to the procedure provided for
in the Procedure for Registration and DisclosurePefsons who Have Served in or Co-
operated with Intelligence or Counter-intelliger@eganisations of Security Organisations or
Military Forces of States which Have Occupied Estdict;

6) who are serving a prison sentence;

7) whose activities are directed against the Eatonstate and its national security;
8) who have been punished for committing an offeag&inst the state or humanity regardless
of whether the punishment has been expunged froen pilmishment register or not;
9) who have been deprived of the right for accesstd violation of the provisions of this Act
and legislation issued on the basis thereof;

10) whose previously granted PSC has been revdlkedo violation of the provisions of the
State Secrets Act and legislation issued on this Ilasreof within the period of five years as
of the revocation of the PSC.

(2) Granting of a PSC or extension of the termdabemay be refused to natural persons:
1) whose activities have been directed againsE#tenian state and its national security;

1Y who has been involved in co-operation with aelligence or security service of a foreign
state;
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2) who are involved with an organisation which tsyactivities ignores public policy or the
purpose of which is to change the public ordemdependence of the Republic of Estonia by
violence, violent breach of territorial integrityiolent seizure of power, or violent changing
of the constitutional order of Estonia,

3) who are participants in criminal proceedings asispects or accused;
4) who have been punished several times for misdemes and the information concerning
the punishment has not been expunged from the Ipueist register;

5) who have been punished for intentionally comexitofficial misdemeanour or criminal
offence that the person has committed as a puldivast, regardless of whether the
punishment has been expunged from the punishmgistee or not, or with regard to whom
the disciplinary proceedings or misdemeanour priogs that have been commenced with
elements of official misconduct or a criminal offenagainst the state, have been dropped
under 88 202, 203 or 205 of the Code of CriminalcBdure;
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6) against whom disciplinary proceedings or misdmmoerr proceedings with elements of
official misconduct or corruption or violation diis Act or any legislation issued on the basis
thereof are conducted;




7) who have been punished for an intentionally catech criminal offence and the
information concerning the punishment has not egunged from the punishment register;
8) who have been punished for committing a crimioence against the state due to
negligence, regardless of whether the punishmesitbean expunged from the punishment
register or not;

9) who are dependent on narcotic or psychotropiagglror alcohol or gambling;
10) who have concealed information or submittedified or false information that is
essential in deciding the grant of a PSC in thdiegipon form for a PSC or extension of the
term thereof submitted to the agency which perfoansgcurity vetting or in the interview for
applicants for a PSC;
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11) who have not performed all of their obligatiorsgarding state and local taxes;
12) who have stayed in a foreign state for a lomg@rod for circumstances that cannot be
identified;

13) who suffer from mental disturbances that litheir ability to understand or control their
behaviour;

14) who are economically dependent on their spogemdparent, parent, brother, sister,
child or grandchild, in respect of whom the circtanses provided for in clauses (1) 4) 5) or
7), or clause (2) 2) of this section become evident

15) who have, either by word or deed, expressdubdissty, disloyalty, untrustworthiness or
indiscretion that may refer to the person’s untmasthiness to protect a state secret;

16) who indulge a well-developed habit or addicsionvhich may result in economic
dependence of the person concerned.
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(3) A security check shall be performed on the @ersnder the provisions of this Act to
check the circumstances specified in subsectionand (2) of this section.

(4) If circumstances provided for in subsectionsdd (2) of this section become evident in
respect of a person, an agency, constitutionalituisth and legal body which is in an
employment, service or contractual relationshighwiite person is required to promptly notify
thereof the agency competent to perform a secueitiyng with respect to the person

8 33. Granting of Personnel Security Clearance andExtension of Term
Thereof

(1) A Personnel Security Clearance (PSC) may be ggatat a citizen of Estonia or a natural
person specified in subsection 25 (3) of this Act.

(2) The basis for the granting of a PSC or extensiothe term thereof is a decision which is
made on the basis of a security vetting which dbmalflounded on all the information gathered
in the course of the security vetting.

(3) Granting of a PSC or extension of the termebéshall be decided by a head of an agency
which performs a security vetting no later thanhwitthree months as of the receipt of
documents required for the granting of a PSC agresion of the term thereof. A PSC shall be
granted by an agency that has conducted a seeettiyg with respect to the person.

(4) An agency which performs a security vetting ne&gtend the term provided for in
subsection (3) of this section by three months ihe tfollowing cases:

1) where it has not been possible to conduct amir@w with the applicant for a PSC in the
course of a security vetting within the period bfeie months as of the submission of the
required documents due to material circumstanceperakng on the applicant;
2) where it is necessary for the decision on tlagng of a PSC to be based on information
originating from a foreign state;



3) where information gathered in the course of eusty vetting indicates that bases for
refusal to grant a PSC are likely to become evideithin the following three months;
4) where information gathered in the course of eust vetting indicates that bases for
refusal to grant a PSC may cease to exist in regiehe person subject to a security vetting
within the following three months.

(5) An agency which performs a security vettinglistefuse to review the application in the
following cases:

1) where it has not been possible to conduct ami@w with the applicant for a PSC in the
course of a security vetting within the period lafele months as of the submission of required
documents due to immaterial circumstances depending the applicant;

2) the granting of a right for access or extensibthe term thereof to state secrets classified
at the same or lower level has been refused tgtrson earlier and the application does not
show that the circumstances serving as the groufats refusal have lapsed,;
3) upon the application of the applicant of a PSE€ lis or her sponsor;
4) under other circumstances provided by law.

(6) If a PSC to the classification level of stagerets specified in the application cannot be
granted to a person or extension of the term tleieaot possible as a result of the
consideration of circumstances specified in subbmec32 (2) of this Act but it would be
possible to grant a PSC or extend the term theaceaflower level of classification, a PSC or
extension of the term thereof is granted for a lovewel of classification, if considered
necessary by the applicant for the permit and hiseo sponsor.

(7) In order to access state secrets classifietbpsecret’ or ‘secret’, a PSC shall be granted
to a person for up to five years or the term thiesball be extended for up to five years. In
order to access state secrets classified as “antfal”, a PSC shall be granted to a person for
up to seven years or the term thereof shall beneet for up to seven years.

(8) If the granting of a PSC is applied for by age& who wishes to hold an office where
access to state secrets is a prerequisite for gmplast or who wants to enter into an
agreement where access to state secrets is ayusttedpr the performance of the agreement,
the PSC granted shall be validated as of the mofoethe appointment or assignation of the
person for the office or as of the enforcementefdppropriate provision of the contract. The
term of the PSC is then calculated as of the datieeogranting a PSC.

(9) A PSC or extension of the term thereof shalpbepared on the letter-head with security
features of the agency which performs a securitynge with the signature of the head of the
agency. A PSC or a notice concerning extensiohetdérm thereof shall set out the following
data:

1) the date of the granting a PSC or extensiorhefterm thereof and the number of the
decision;

2) the basis for the decision;

3) the given name, surname and the personal icetitdh code of the person;
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4) the classification of state secrets which thers@ge is permitted to access;
5) the term of a PSC.

(10) A PSC or a notice concerning extension ofténm thereof shall be sent to the recipient
of the PSC within five working days as of the admptof the decision through the agency
which has supported the granting of the PSC.

(11) Upon refusal to grant a PSC or extend the tireneof, the agency which performs a
security vetting shall send an officially certifiedpy of the decision to refuse to grant a PSC
or extend the term thereof to the applicant foS&€Rnd the notification about the decision to
refuse the granting of a PSC to the agency whistifies the need for access and supports the




granting of a PSC within five working days, excéghe agency that supports the granting of
a PSC is the agency performing a security vetting .

(12) If a person who is holding an office whereesscto state secrets is a prerequisite for
employment or is applying for such an office isusefd the granting of a PSC or the extension
of the term thereof, provisions of clauses 27 (3rid 2) of this Act shall apply.

8 34. Expiry of Personnel Security Clearance

(1) A PSC shall expire:

1) upon the death of a person or upon a persormgluksnlared dead or as missing by a court
ruling;

2) upon expiry of the term specified in a PSC;

3) upon revocation of a PSC;

4) upon revocation of the right for access fromeaspn with an enforced court ruling or the
decision of a body conducting extrajudicial proaegsd.

(2) A PSC, that has been granted to a personciarmel invalid if circumstances specified in
subsection 32 (1) of this Act become evident watbpect to that person.

(3) A PSC, that has been granted to a person, reagieslared invalid if circumstances
specified in subsection 32 (2) of this Act becomiglent with respect to that person.

(4) In the case of a short-term lapse in the needdcess, a PSC need not be revoked.

(5) The agency that has the capacity to decidéherextension of the term of a PSC that has
been granted to the person shall revoke a PSC.

(6) The sponsor of granting of a PSC and an agermstitutional institution, or legal body,
in which a natural person whose PSC is revokedhigl@yed or contracted by, shall promptly
be notified of the revocation or repeal of the P&Cthe natural person. Notification of
revocation of the PSC is not required if the sporddhe granting of a PSC and an agency,
constitutional institution, or legal body, in whiehnatural person whose PSC is revoked is
employed or contracted by, requested the revocatidghe PSC on the bases of clause 32 (1)
1) upon the expiry of employment or contractuahtiehship.
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(7) The agency which performs a security vettingllshmmediately inform the National
Security Authority of the expiry of the term of &€ of a person holding a Personnel Security
Certificate on the basis of clauses (1) 3) or 4hdf section.
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(8) If a person who holds an office where accessttie secrets is a prerequisite for
employment or is applying for such an office isusefd the granting of a PSC or the extension
of the term thereof or the PSC is declared voidsoinvalidity is identified, the provisions of
subsection 27 (3) of this Act shall apply.

Subdivision 3 Processing of State Secrets and Cldsx
MediaSub-subdivision 1 General Provisions

8 35. Communication of State Secrets

(1) Internally, state secrets communicated to asg&sor of classified information may only
be communicated upon the written consent of a hwadirecting body of an agency,
constitutional institution, or public legal perstirat is the originator of the state secret or, in
the case of a state secret related to criminalgadiogs, the prosecutor in charge of the
proceedings or a prosecutor above him, observiegptibocedure specified in this Act and
legislation issued on the basis thereof. If a ratperson outside a service or a legal person



governed by private law is an originator of theommfiation, an agency supporting the granting
of a Personnel Security Clearance or a FacilityuBgcClearance shall also give a written
consent for communication of the information. Thengent is not needed if a ministry
communicates a state secret at the confidentildvegr level to an agency within the area of
government of the respective ministry.
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(2) If the originator of information, specified subsection (1) of this section, cannot be
identified or the originator of the information a@an agency supporting the granting of a
Personnel Security Clearance or a Facility Sec@lgarance has ceased to exist, the consent
for communication is given by the Minister of thredrior.

(3) Provisions of subsection (1) and (2) of thisctes shall not apply upon the
communication of state secrets within an agencystitutional institution, or legal person,
also when communicating state secrets to authgrisipecified in 88 22 and 23 of this Act,
the National Security Authority, a court, the Rkiggu, the Chancellor of Justice, the Auditor
General and the Government of the Republic.

(4) State secrets may be communicated to a forgtigie, international organisation or an
institution established under an international agrent by the State Chancellery, Ministry of
the Interior, Ministry of Foreign Affairs, the Geawmé Staff of the Defence Forces and a
security authority, observing the procedure progifta in this Act and legislation issued on
the basis thereof if this is necessary to ensursn@ease the security of the Republic of
Estonia under an international agreement and ifatency receiving the information shall
ensure the protection of the communicated inforomaiom disclosure.
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(5) State secrets may be communicated to a forgligte, international organisation, or an
institution established under an international egrent by the Police and Border Guard
Board, observing the procedure specified in thisakad legislation issued on the basis thereof
and the provisions of the Witness Protection Acgvmed that the agency receiving the
information shall ensure the protection of commated information from disclosure.
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(5') State secrets containing surveillance informatibthe ‘restricted’ level that is required
for the maintenance of law and order may be comoatied to a foreign state, international
organisation, or an institution established undeilirdernational agreement by a competent
surveillance authority or the Prosecutor's Offidesuch an obligation is due under the
European Union law or an international agreementisorequired for the work of an
international investigation group, provided tha¢ thgency receiving the information shall
ensure the protection of the communicated inforomaiiom disclosure.
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(6) Communication of state secrets to a foreigrtestinternational organisation or an
institution established under an international agrent shall be first registered at the National
Security Authority, except if information is beimpmmunicated by a security authority or
information is communicated under subsections (g5 of this section.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

8 36. Maintaining Records of Classified Media

(1) Maintaining records of classified media is penied as provided by the Administrative

Procedure Act, the Archives Act, a regulation of tAovernment of the Republic, adopted
under subsection 58 (1) of the Public Informatioct And the legislation issued on the basis
thereof, considering the specifications providedidy this Act and the legislation issued on

the basis thereof.



(2) Registration of copies made of classified mediecept the media containing state secret
classified as ‘restricted’ or ‘confidential’, is mdatory.

(3) The Government of the Republmay lay down requirements different from provison
specified in subsection (2) of this section for tegistration of electronic classified media,
observing the Procedure for Protection of Stateese@nd Classified Information of Foreign
States.

8 37. Marking of Classified Media

(1) Classified media shall be marked with:

1) a classification marking;

2) a notation concerning the legal basis for cfacsgion of the information;

3) a notation concerning the date of registratioth #&rm of classification of media.

(2) Classified media may be left unmarked only @rking may endanger the classification of
state secret.

(3) Classified media shall be marked as follows:

1) a classified medium containing a state secestsdied as “restricted” shall be marked with
a classification marking “PIIRATUD” [restricted];

2) a classified medium containing a state secedsdied as “confidential” shall be marked
with a classification marking “KONFIDENTSIAALNE” [@nfidential];

3) a classified medium containing a state secedstfied as “secret” shall be marked with a
classification marking “SALAJANE” [secret];

4) a classified medium containing a state seceststfied as “top secret” shall be marked with
a classification marking “TAIESTI SALAJANE” [top seet].

(4) Media containing state secrets that also costalassified information of foreign states
shall be marked with information concerning thegessed classified information of foreign
states, if so provided by an international agregmen

(5) Should it be expedient to mark the classifiedda additionally by paragraphs and
illustrations, the marking of a paragraph is ins@rinto the beginning and end of each
paragraph and illustration. Unmarked paragraphsilarstrations present in a medium with a
paragraph marking, are given the classificatiorellef the medium, until the originator of
information has decided how the appropriate pamyrer illustration should be marked.
Marking must be decided promptly after the needofacessing of that respective paragraph
or illustration has incurred.

(6 A classified medium may be marked by additionedrking that refers to additional
security measures applicable to the medium or ttedecof persons that have the right for
access to the medium.

(7) If the media is marked with a classificationrkiag, upon the expiry of the classification
term applicable to state secrets the possessdreotlassified media is required to put an
appropriate marking on the classified media

§ 38. Storage and Destruction of Classified Media

(1) A medium the term of classification of whichshaxpired shall be transferred to the
National Archives in accordance with the Archiveg.A

(2) The part of medium, containing sensitive peasatata, transferred to a medium the
classification term of which has expired and thaitains information collected as a result of
the collection of information of covert investigat, shall not be transferred to the National
Archives if a person in regard to whom the suraeitle activities were conducted, or the
person whose private or family life was violatedthg activities requests the destruction of
information containing sensitive personal data #msl information is no longer required for



public purposes. In such cases, the part of mednatcontains sensitive personal data shall
be destroyed in a way that shall make the restairige information contained impossible.

(3) In the case of media, the classification ofakhinas not expired, it shall only be allowed to
destroy:

1) a copy made of classified media;

2) a classified medium in an unexpected situatibere there is no other alternative available
to protect the medium from access by a person anhf the right for access and such access
would probably result in considerable damages ¢ostcurity of the Republic of Estonia. In
such cases, the originator of the classified infdrom, having created the medium, the
Security Police and the Security Committee of trevé@nment of the Republic of Estonia
shall be promptly notified of the destruction ahd teasons thereof;

3) a draft after the compilation of a medium thed traft was prepared for;4) a medium with
no archival value upon the consent of the stathiast or an official authorised by him or
her;

5) a medium which is not a record for the purpadebe Archives Act;

6) a classified medium that only contains clasdifrdormation of a foreign state and that has
not been assigned a storage term by the origirdttine classified information of foreign
states or the destruction of which is not prohibitender an international agreement;
7) a medium that contains only the information #petin § 10 of this Act.

(4) In cases specified in subsection (3) of thistiea, the classified medium shall be
destroyed in a way that renders restoration ofrtfeemation contained therein impossible.

8 39. Adoption of Processing Procedure

(1) The requirements for processing state secret€lkassified media, including more specific
INFOSEC requirements, except the requirements fpedn subsection (2) of this section,
shall be established with a Regulation of the Govent of the Republiunder the procedure
applicable to the protection of a state secretcasbified information of foreign states.

(2) The Minister of Defence shall adopt a regulatispecifying the following, for INFOSEC
purposes:

1) requirements to encrypted materials and proegssand protection thereof;
2) requirements for ensuring radiation safety;

3) requirements for computer and local networks securi

(3) The parts of the regulation, specified in sghsea (2) of this section, that contain state
secrets, are classified, as provided for by sulzsedO (2) of this Act. The regulation is
submitted to the Surveillance Committee of Secudtythorities of the Riigikogu for
notification purposes.

Sub-subdivision 2 Admissibility to Processing of &te
Secrets

8 40. Admissibility to Processing of State Secrets

(1) State secrets and classified media may be gsedeon the immovable or movable
possessed by a state agency or Eesti Pank.

(2) With the appropriate permit issued by the Ségurolice (hereinafter referred to as the
‘Facility Security Clearance’), state secrets anddia containing thereof may also be
processed outside the immovable or movable posbdssen state agency or Eesti Pank,
provided that the person has a justified needHat. t

(3) A Facility Security Clearance may be granted)}ta natural person;



2) a legal person in public law of Estonia;3) aalegerson in private law, registered in
Estonia;

4) a legal person of a foreign state for processitagsified information in its branch,
registered in Estonia, for the participation ofeagmn in negotiations concerning a public or
international procurement or if the agency whiclsqesses state secrets needs to permit
access by such persons to the state secrets ira@mwith the functions imposed on the
agency and if the person has the necessary spaaealledge or skills or means to assist in
the performance of such functions.
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(4) A Facility Security Clearance is granted taegdl person only after the person organising
the protection of state secrets within the legak@e has been issued a Personnel Security
Clearance.

(5) The processing system may only be used foptbeessing of state secrets if a conformity
certificate or a temporary permit of use, issuedhgyinformation Board, is available.

8§ 41. Application for Facility Security Clearance o Extension of Term
Thereof

(1) In order to obtain a Facility Security Cleararmmr to be granted extension of the term
thereof, a person shall submit an application ® Slecurity Police through a constitutional
institution, governmental authority or state ageadyninistrated by a government authority
(hereinafter the ‘sponsor of a Facility Securitye@tnce) which justifies the need for
processing and supports the receipt of a FaciyuBty Clearance or extension of the term
thereof, to which the following documents shalldppended:

1) a letter from the sponsor of the Facility Setyu@ilearance, setting out the type or types of
state secrets that the Facility Security Clearas@pplied for, together with reference to the
basis of classification of such information and evhjustifies the need for processing state
secrets and the media containing thereof outsidentmovable or movable possessed by a
state agency or Eesti Pank by the person who aniemployment, service, or contractual
relationship or applying for such relationship ambich supports the receipt of a Facility
Security Clearance or extension of the term thereof

2) a document that proves the right for accessate secrets or a verified copy thereof in the
case of a natural person, except in cases spedaifisdbsection (5) of this section or if the
right for access was granted by the Security Pplice

3) the documents specified in clauses 27 (10) &)3rof this Act in the case of a legal person
and a completed form of natural persons upon agupic for a Facility Security Clearance or,
upon extension of the term of a Facility Securitga€ance, a completed annex to the form.
[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(2) Upon extending the term of a Facility Secuf@garance, one may, if applicable, apply
for access to state secrets with a classificagoelllower or higher than specified in the valid
Facility Security Clearance.

(3) In order to be granted extension of the termaofacility Security Clearance, an
application together with the documents appendecketh shall be submitted to the Security
Police not later than three months before the gxqdithe Facility Security Clearance. Natural
persons and legal persons are required to subnapplication to the supporting agency no
later than four months and seven months beforexpey of the Facility Security Clearance,
respectively.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(4) The term of a Facility Security Clearance shallextended until the decision to extend or
to refuse from reviewing the application has begwpé#ed in the case of the timely submission
of documents required for granting an extensiothefterm of a Facility Security Clearance.




(5) The application specified in subsections (1)(®y of this section may be submitted
together with the application for a Personnel Sec@learance or the extension of the term
thereof.

(6) The format of the application for a Facilitychety Clearance or extension of the term
thereof and the format of an application form amel annex theretshall be established by a
Requlation of the Government of the Repubéidopted under therocedure for Protection of

State Secrets and Classified Information of For8tates..

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

8 42. Bases for Refusal to Grant Facility SecurityClearance or Extend
Term Thereof

(1) A Facility Security Clearance shall not be deahto or an extension of the term thereof
shall be refused to natural persons:

1) who lack the right for access;2) who lack aifiest need to process state secrets or
classified media containing thereof outside the owable or movable possessed by a state
agency;

3) who have not provided conditions required fa pimotection of state secrets and classified
media, provided by this Act and legislation issuesh the basis thereof;
4) who have been deprived of the processing rights.

(2) A Facility Security Clearance shall not be dgeahto or an extension of the term thereof
shall be refused to legal persons:1) who lack tredlrfor access;

2) with respect to whom the circumstances specifiedauses (1) 2)-4) of this section exist;
3) who do not meet the requirements, specifieduibssctions 40 (3) or (4) of this Act;
4) with respect to whom the circumstances specifielauses 32 (1) 7), 8) or 10) of this Act
exist;

5) with respect to whom the conditions serving agre-requisite for the initiation of
bankruptcy proceedings exist or who are subjeutitation of a liquidation procedure.

(3) The granting of a Facility Security Clearanaeeatension of the term thereof may be
refused to legal persons:

1) with respect to whom the circumstances specifieddauses 32 (2) 1)-8), 10) or 11) of this
Act exist;2) whose commercial or trading activitea® contrary to good practices and good
morals;

3) who have, during the last three years, violagey public procurement contracts;
4) at least one third of the shareholders or ppgimn of which belongs to a person that
cannot be identified.

(4) The procedure for checking the existence afurirstances specified in clause (1) 3) of
this sectiorshall be established by a Regulation of the Govenimf the Republicadopted
under theProcedure for Protection of State Secrets and @sdnformation of Foreign
States.

(5) A security vetting shall be performed on thgaleperson under the provisions of this Act
to ensure the circumstances specified in subsexc{®)rand (3) of this section.

(6) An agency, a constitutional institution andegdl body in which the person is employed
under service or contractual relationship is rezpito notify the Security Police of persons in
respect of whom the circumstances provided foulsections (1), (2) and (3) of this section
become evident.




8 43. Granting of Facility Security Clearance and Etension of Term
Thereof

(1) The basis for the granting of a Facility Setsu€learance or extension of the term thereof
is a decision which is made on the basis of ingpgt¢he circumstances specified in clause 42
(1) 3) of this Act and which shall be founded ohirslormation gathered in the course of such
vetting

(2) The basis for the granting of a Facility Segu€learance to legal persons or extension of
the term thereof is also a decision which, in addito the decision specified in subsection (1)
of this section, is made on the basis of a secuwetying and which shall be founded on all
information gathered in the course of the secuwtying.

(3) The granting of a Facility Security Clearangeeatension of the term thereof shall be
decided not later than within two months in theeca$ natural persons and not later than
within six months in the case of legal personsratie submission of a valid application. In
cases specified in subsection 41 (5) of this A, granting of a Facility Security Clearance
or extension of the term thereof shall be decidechédiately after the granting of a Personnel
Security Clearance or extension of the term thereof

(4) The term described in the first sentence ofsation (3) of this section may be extended
by three months in the case of a natural persorbgrsikx months in the case of a legal person
in the following cases:1) where it is necessary tfeg decision on the grant of a Facility
Security Clearance to be based on information maitghg from a foreign state;

2) where it has not been possible to conduct anird@w with the legal person applicant or a
representative of the applicant for a Facility S#guClearance within six months in the
course of a security vetting due to material cirstances depending on the applicant;

3) where information gathered about the legal perapplying for a Facility Security
Clearance in the course of the security vettinglicates that bases for refusal to grant a
Facility Security Clearance are likely to becomalent within the following six months;

4) where information gathered in the course of eusty vetting indicates that bases for
refusal to grant a Facility Security Clearance roegse to exist in respect of the legal person
applying for a Facility Security Clearance and sugbjto a security vetting within the
following six months.

(5) The Security Police shall refuse to review tgplication in the following cases:
1) the granting of a Facility Security Clearanceextension of the term thereof to state secrets
classified at the same or lower level has beerseefuo this person earlier and the application
does not show that the circumstances serving asgtbends for refusal have lapsed,;
2) upon the request of the applicant of a FacBigcurity Clearance or a sponsor of a Facility
Security Clearance to refuse the review of theiagfpbn;

3) where it has not been possible to conduct amni@w with the representative of the legal
person applicant for a Facility Security Clearaimcthe course of a security vetting within the
period of six months as of the submission of resplidocuments due to immaterial
circumstances depending on the applicant or iteesgmtative;

4) in other circumstances provided by law.

(6) If a Facility Security Clearance to the classifion level of state secret specified in the
application cannot be granted to a person or thension of the term thereof is not possible
as a result of the consideration of circumstanpesiied in subsection 42 (3) of this Act or
checking of the conditions specified in clause #23) of this Act, but it would be possible to
grant a Facility Security Clearance or extend tkemt thereof to a lower level of
classification, a Facility Security Clearance otession of the term thereof is granted for a
lower level of classification if considered necegday the applicant for a Facility Security
Clearance and his or her sponsor.



(7) A Facility Security Clearance is issued or then thereof is extended for a fixed term if
the need to process state secrets and media dogtéereof may also be processed outside
the immovable or movable possessed by a state agerifesti Pank is of a temporary nature
but in the case of a natural person applicanteéha shall not extend the term of the right for
access to state secrets.

(8) A Facility Security Clearance or extension loé term thereof shall be prepared on the
letter-head with security features of the SecuRtfice, with the signature of the Director
General of the Security Police. A Facility Secuf@garance or a notice concerning extension
of the term thereof shall set out the followingadat

1) the date of the granting of a Facility Secufitigarance or extension of the term thereof
and the number of the decision;

2) the basis and justification for the grantingaofFacility Security Clearance or extension of
the term thereof;

3) the given name, surname, personal identificatmate and a job or a position of the person
if a Facility Security Clearance is granted to turel person;

4) name, seat and registry code of the person Haaility Security Clearance is issued to a
legal person;

5) the classification and level of state secretglwkhe person is permitted to process or only
the level;
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6) the term of a Facility Security Clearance.

(9) A notice concerning the granting of a Facil8gcurity Clearance or the extension of the
term thereof shall be sent by the Security Polwethe recipient of a Facility Security
Clearance through the sponsor of a Facility Sec@iearance within five working days as of
the adoption of the decision.

(10) Upon refusal to grant a Facility Security Céece or to extend the term thereof, the
Security Police shall send within five working days officially certified copy of the decision
to refuse to grant a Facility Security Clearancéocgxtend the term thereof to the person who
was denied the granting of a Facility Security Cdeae or extension of the term thereof and a
notice regarding the decision is sent to the spooifsa Facility Security Clearance.

8 44. Expiry of Facility Security Clearance

(1) A Facility Security Clearance shall expire:

1) upon the expiry of a right for access to staterets, granted to a natural person;
2) upon termination of a legal person;

3) upon revocation of the right for processing framperson by an enforced court ruling or the
decision of a body conducting extrajudicial prodgegsd;

4) upon expiry of the term specified in a Facifgcurity Clearance;

5) upon revocation of a Facility Security Clearance

(2) A Facility Security Clearance shall be revolfed

1) a person’s justified need to process state tearel media containing thereof may also be
processed outside the immovable or movable posséssa state agency has ceased to exist;
2) the conditions provided by the person do not mgrwith the conditions required for the
protection of state secrets and classified medayiged for by this Act and the legislation
issued on the basis thereof;

3) the right for access to state secrets grantachi@@tural person has expired,;

4) circumstances specified in subsection 42 (2hisfAct exist in the case of a legal person.
(3) In the case of a short-term lapse in the jigstiheed to process state secrets and media
containing thereof to be processed outside the waisle or movable possessed by a state
agency, a Facility Security Clearance need notbeked.



(4) A Facility Security Clearance granted to a legarson may be also revoked if:
1) circumstances specified in subsection 42 (3hief Act exist with respect to the person;
2) the legal person is reorganised.

(5) A Facility Security Clearance shall be revoksdthe Director General of the Security
Police. The Security Police shall send within fiverking days an officially certified copy of
the decision to revoke the permit to the personsgheacility Security Clearance was revoked
and a notice regarding the decision to the spooisai~acility Security Clearance.

(6) The sponsor of the Facility Security Clearaand an agency, constitutional institution or
a legal body, in which a natural person whose Fgac8ecurity Clearance is revoked or
identified as invalid, is employed or contracted, shall promptly be notified of the
revocation of a Facility Security Clearance of tia¢ural person.

(7) The sponsor of a Facility Security Clearance e head or the directing body of a legal
person and the person who is authorized to orgagmatection of state secrets by the legal
person whose Facility Security Clearance is revakadentified as invalid, shall promptly be
notified of the revocation of the Facility Securifyearance of the legal person.

(8) Upon the expiry or revocation of a Facility 88ty Clearance the person who has been
granted a Facility Security Clearance must retuintre classified media in his or her
possession to the possessor of the classifiednmaftoon that granted him or her access to state
secrets. Media that only contain state secretstemtelay the person who held the Facility
Security Clearance shall be handed over to the cagéhat initiated the creation of
information, and to the Security Police in all atbases.

8 45. Obligations of Legal Person in Private Law wh Holds Facility
Security Clearance

A legal person in private law who holds a Facilgcurity Clearance is, in addition to
compliance with the requirements specified in $1this Act, required to notify the Security
Police promptly of the following circumstances:

1) a merger, division or reorganisation of a ldgzdly;

2) the changing of members of the Management oelSigory Board;

3) the contact information of the members of thenktgement or Supervisory Board if they
are staying abroad for a period longer than threeths;

4) a change in material liabilities if the incugimaterial liability is bigger than 30 percent of
equity or if the total value of material liabiligxceeds 70 percent of equity;

5) bankruptcy or liquidation proceedings that hdneen initiated with respect to a legal
person.

8 46. Certificate of Conformity of Processing Systa and Temporary Use
Permit

(1) The Information Board shall issue a certificafeconformity to a processing system as a
result of accreditation, provided that the proaggssystem complies with the INFOSEC
requirements. The classification level of inforroatithat is permitted for processing by the
system and the term of a certificate of confornshall be specified in the certificate of
conformity.

(2) The Information Board shall issue a Temporasge Permit to a processing system as a
result of accreditation if the processing systents mbt comply with the INFOSEC
requirements but the related security risks areptearily acceptable. The Temporary Use
Permit shall specify the classification level oformation that is permitted for processing by
the system, the term of the Temporary Use Permit, tie obligation, conditions and term for
new accreditation of the processing system.



(3) If electronic processing of state secrets tgklase outside the immovable or movable
possessed by a state agency or Eesti Pank, the @édsa certificate of conformity or a
Temporary Use Permit is, in addition to the compim with the requirements specified in
subsections (1) and (2) of this section, subjecth® availability of a valid state secrets
processing permit.

(4) The procedure for the application for and retmn of a certificate of conformity to a
processing system and temporary permit of sfs@l be established by a Reqgulation of the
Government of the Republiconder theProcedure for Protection of State Secrets and
Classified Information of Foreign States.

Subdivision 4 Security Vetting

§ 47. Basis for Performing Security Vetting

(1) The performance of a security vetting shallyomean the checking of the existence of
circumstances specified in 8 32 and subsection&)&nd (3) of this Act and the proceedings
performed must not restrict the fundamental rigatel freedoms of persons more than
necessary to establish the presence of respectvads.

(2) In order to obtain a right for access underesénnel Security Clearance or on the basis
of an order of a investigative body or the ProsacsitOffice or on the basis of a court ruling,
or to obtain a Facility Security Clearance of aalggerson or to be granted extension of the
term of a right for access or a Facility Securitgaance, an applicant must pass a security
vetting. .

(3) The agency performing a security vetting isoatstitled to check for the existence of
circumstances specified in § 32 and subsectior(@4and (3) of this Act during the term of a
Personnel Security Clearance and a Facility Sec@igarance of a legal person and within
the period of five years as of the expiry of thertef the person concerned has during the
term of a Personnel Security Clearance come aalassified information which, once
disclosed, would considerably damage national ggcur
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(4) If there is a justified suspicion that circuarstes providing the grounds for refusal of the
granting of a Personnel Security Clearance mayt exith respect to a person, a security
vetting may be performed with respect to the follgyvpersons if requested by a head or
directing body of an agency, specified in subsast®7 (2) or (5) of this Act:

1) a person who is about to be employed in a @wsitthich requires access to state secrets
classified as ‘restricted’ or who is already hofgisuch office;

2) who is considered to be given access to statetseclassified as ‘restricted’ or who has a
right for access, granted under the procedure pedn subsection 27 (5) of this Act.

(5) In cases specified in subsection (4) of thistiea, the head or directing body of an
appropriate agency (hereinafter referred to asliegumt’) is required to submit a justified
application to an agency competent to perform air#gcvetting who shall then adopt a
decision regarding the performance of a securitiinggewithin two weeks as of the receipt of
such application and shall notify the agency thiéinsitted the application.

(6) A security vetting may only be performed if @rgon has given the consent, specified in
clause 27 (10) 3) of this Act.

§ 48. Security Vetting Agencies

(1) A security vetting shall be performed by the$dy Police, except in the cases specified
in subsection (3) of this section.



[RT 12008, 35, 213 entry into force 01.01.2009]

(2) [Repealed RT | 2008, 35, 213 entry into force 01.01.2009]

(3) The Information Board shall perform a secuntting with regard to the following
persons:

1) Those who stand as candidates for the positfoseourity officials at the Information
Board and persons who are in the service of thernmdtion Board, except the Director
General of the Information Board and his or herutgp

2) the Director General of the Security Police aigdor her deputy;

3) the Secretary General and the Deputy Secretanefal of the Ministry of the Interior;
4) the Public Prosecutor

8§ 49. Performance of Security Vetting

(1) A security vetting shall be performed pursuémtthe procedure provided for in the
Security Authorities Act, considering the specifioas of this Act.

[RT 12008, 35, 213 entry into force 01.01.2009]

(2) A committee, consisting of at least three memmbis formed at a security authority by a
relevant Ministeat the proposal of an agency performing a secuetiing for the purpose of
reviewing the information collected as a resulaaecurity vetting.

[RT 12008, 35, 213 entry into force 01.01.2009]

(3) The committee, specified in subsection (2) laé tsection, shall make proposals to a
person or a body that is competent to grant a figh&ccess, a Personnel Security Clearance
or Facility Security Clearance or extend the tehmaré¢of, adopt decisions concerning the
revocation of a right for access or a Personneu@gcClearance or a Facility Security
Clearance, adopt decisions concerning the issue rajht for access, a Personnel Security
Clearance or a Facility Security Clearance, or adepisions concerning the extension of the
term thereof on the basisiaformation collected as a result of a securitytingt.

(4) For the purposes of a security vetting, an aggperforming a security vetting shall
conduct an interview with a person subject to augBcvetting or, in the case of a legal
person, his or her legitimate representative (hefter referred to as ‘applicant’). If a security
vetting is performed to adopt a decision concermeixignsion of the term of right for access, a
Personnel Security Clearance or a Facility Secutityarance, the agency performing a
security vetting shall only conduct an interview,applicable. An agency performing a
security vetting shall record the interview.

(5) A person interviewed is questioned regarding ¢ircumstances specified in 8 32 and
subsections 42 (2) and (3) of this Act. The applicshall be entitled to give explanations
considered important for checking the existencmefaforementioned circumstances.

(6) An agency conducting a security vetting shalish the performance of a security vetting
immediately at the request of the person beingedetthe head of an agency specified in
subsections 27 (2) and (5) of this Act, and a spop$ a Personnel Security Clearance or a
Facility Security Clearance. If this is the cades person will be refused the granting of a
right for access or the granting of a Facility SaguClearance or extension of the term
thereof or will be deprived of the right for accessstate secrets classified as ‘restricted’ or
the granted Personnel Security Clearance or Ra&éturity Clearance will be revoked.

(7) If a suspicion that a person may suffer frormtakiliness, mental disability or some other
psychic disorder which may limit his or her ability interpret his or her behavior or to
control it incurs upon the conduct of a securityting, an agency performing a security
vetting shall ask this person for consent to be gmna psychiatric examination. Should the
person refuse to give consent, he or she will heseel the granting of a right for access or of
a Facility Security Clearance or extension of #rentthereof or will be deprived of the right




for access to state secrets classified as ‘resdicr the granted Personnel Security Clearance
or Facility Security Clearance will be revoked.

(8) The procedure for psychiatric examination topeeformed during a security vetting and
the form of conclusioshall be established by a Regulation of the MinisfeSocial Affairs

Chapter 3 CLASSIFIED INFORMATION OF FOREIGN
STATES

8 50. General Provisions

(1) Unlessprovidedotherwise by an international agreement, the piawssapplicable to the
appropriate level of classification of state sexrptovided in Chapter 1, Chapter 2 Division 3
and Chapter 4 of this Act are also applicable ® dlassified information of foreign states,
considering the specifications detailed in thispta

(2) If the conformity of the classification levet the classified information of foreign states
and state secrets has not been determined by emmatibnal agreement, the conformity of
such levels shall be determined by tdational Security Authority on the basis of the
conformity of protective measures.

(3) International agreements shall serve as this basdetermining the term of classification
of the classified information of foreign states anddia containing thereof. If the originator
of information of foreign states has not specifigie term of classification for such
information, the classification of the medium mayyobe declassified at the permission of
the originator of classified information of foreigtates.

(4) Information processed akassified information of foreign states with ngaé grounds is
declassified or the level, legal grounds or termclafssified information of foreign states
classified at an incorrect level, on wrong legalgrds or for a wrong term of a state secret is
changed, as provided in 8 15 of this Act if thegorator of classified information of foreign
states has previously granted his or her conséail8 the identification of the originator of
the classified information of foreign states be a®gible or if the originator of the
information has ceased to exist, the National Sgcukuthority shall declassify the
classification of classified information of foreigtates processed as a state secret with no
legal grounds or shall change the level, groundtemn of classified information of foreign
states classified at an incorrect level, on wragal grounds or for a wrong term of classified
information of foreign states.

(5) If provided by an international agreement, thedium containing classified information
of foreign states shall be marked with a markingegi by the originator of classified
information of foreign states and classification rkirag of the conforming level of
classification of a state secret.

(6) If requirements established for a processingtesy, used for processing classified
information of foreign states, provided under a®rnational agreement, are stricter than the
requirements established for a processing systethibyAct or legislation issued hereunder,
the processing system, used for processing cledsififormation of foreign states must be
additionally accredited, as provided by 8§ 46 o$ tAct.

(7) Regulations, adopted by the Government of tlepuRlic under subsection 20 (4),
subsection 27 (13), subsection 31 (5), subsecto(88 subsection 39 (1), subsection 41 (6),
subsection 42 (4) and subsection 46 (4) of this, Atay establish specifications to be
observed for the purpose of the protection of diassinformation of foreign states.



(8) Specifications for the protection of classifieformation of foreign states may be
imposed with regulations, adopted by the MinisteDefence under subsection 39 (2) of this
Act.

8 51. Access to Classified Information of Foreignt&tes

(1) Unlessprovided otherwise by an international agreemems, provisions provided in
Chapter 2 Division 3 Subdivision 2 and 4 of thist Ace also applicable to giving access to
the classifiednformation of foreign states, considering the specificatiomsaied in this
Chapter.

(2) If the grounds for refusing right for accesspyided in an international agreement, are
stricter than the grounds stipulated in subsecti&thg1) and (2) or subsection 42 (2)-(3) of
this Act, the existence of circumstances arisimgmfran international agreement is also
checked when a security vetting is performed and #xistence of the appropriate
circumstance shall serve as the grounds for rejusgint for access to classified information
of foreign states. If the originator of classifiedormation of foreign states prohibits granting
of the right for access to a person, such a persamot granted the right for access to
respective classified information of foreign states

(3) If an international agreement requires perfoigrof a security vetting for giving right for
access to classified information of foreign stategsh a security vetting shall be performed
with respect to persons holding the right for asdagvirtue of office, except the President of
the Republic.

(4) If the issue of a Personn®ecurity Clearance Certificate is specified in aterinational
agreement as a pre-requisite for granting rightafaress to classified information of foreign
states of the respective level, a certificate gngnaccess to classified information of foreign
states (hereinafter referred to as ‘Personnel 8gdDlearance Certificate ’) is issued to give
access to classified information of foreign stafée National Security Authority shall issue
the Personnel Security Clearance Certificate

(5) The National Security Authority shall immedigteotify an agency performing a security
vetting with respect to a person of the issue Beesonnel Security Clearance Certificate for
access to classified information of foreign states natural or legal person, revocation or
identification of invalidity of such a certificate.

(6) Specific procedure for the issue, refusal sués extension of the term and revocation of
Personnel Security Clearance Certificatestablished by a Regulation of the Government of
the Republicadopted undethe Procedure for Protection of State Secrets alads{lied
Information of ForeigrStates.

8§ 52. Competence of National Security Authority for Organisation of
Protection of Classified Information of Foreign Stdes

(1) The National Security Authority has the follagifunctions under this Act, the legislation
issued on the basis thereof and with internationabhgreements:
1) receipt of classified information of foreign t&s from the originator thereof, processing of
and organising access to such information, maimgirrecords concerning classified
information of foreign states and the agenciessttutional institutions, natural and legal
persons who possess such information;

2) supervision over the security measures applieddencies, institutions, natural and legal
persons for the protection of classified informatiof foreign states and access of their
employees to such information, including at ther@spntations of Estonia and in the units of
the Defence Forces which are outside the terridbtire Republic of Estonia;



3) in the case of the unlawful disclosure of claasdiinformation of a foreign state, informing
the originator of the information of the circumstas of the disclosure, under the conditions
prescribed by the international agreement;

4) issue of Personnel Security Clearance Certificate Access toForeign Classified
Information and informing the originator of the anmation of the circumstances of the
granting of access, under the conditions presciiiyeitie international agreement;

5) notification of possessors of classified infotima of foreign states of changing the
grounds, level and term of classification of cliediinformation of a foreign state;

6) provision of periodic training in order to guatae the conformity of the security measures
with the requirements set for the protection ogsifked information;

7) making proposals to the Security Committee ef @overnment of the Republic for the
elimination of omissions and avoidance of violatiofor the purpose of protection of
classified information of a foreign state;

8) performance of other duties imposed thereomtgrmational agreements.

(2) For performance of the functions provided ibsection (1) of this section, the National
Security Authority has the right to:

1) examine, in the process of supervision operatioal the necessary information;
2) obtain, pursuant to the Administrative Co-operatAct, professional assistance from
security authorities and the General Staff of thefeldce Forces within the limits of their
competence;

[RT 12008, 35, 213 entry into force 01.01.2009]

3) issue precepts to possessors of classifiednr#ton of a foreign state for the elimination
of a violation or danger of a violation of requirents arising from international agreements
or this Act;

4) issue precepts to possessors of classifiednrdon of a foreign state to suspend the
processing of classified information of foreigntetaor to take the media containing classified
information temporarily into storage until estabhsent of the required conditions if a
violation or danger of requirements arising frontemational agreements or this Act or
legislation issued on the basis thereof that maulten disclosure of classified information
has been established as the result of checks.

(3) Unless provided otherwise by an internatiomgeament, the National Security Authority
shall not organise or check the information exclean§ security authorities and Central
Criminal Police, conducted under the provisionsciiesl in subsections 35 (4), (5) and)(5
of this Act.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(4) Upon failure to comply with the precept, spetifin clauses (2) 3) and 4) of this section,
the National Security Authority has a right to gpglubstitutive enforcement and penalty
payment in the procedure provided for in the Stlste Enforcement and Penalty Payment
Act and impose a penalty payment with a maximurme/alf 3,200 euros.

[RT 12010, 22, 108 entry into force 01.01.2011]

(5) Upon the termination of activities of an agenagtitution or legal person in possession of
classified information of a foreign state, or ommdad of the National Security Authority, the
media containing classified information shall bemadiately transferred to the National
Security Authority.

(6) The National Security Authority are entitleddarry a service weapon during his or her
performance of official duties and use such wegmarsuant to the procedure provide for in
this Act.

(7) The types of service weapons used by the afficof the National Security Authority
during his or her performance of official dutieslahe procedure for handling therebfall be
established by a Regulation of the Minister of Defe




Chapter 4 LIABILITY

8 53. Violation of Requirements to Protection of $tte Secrets

(1) Violation of requirements to protection of staecrets by a person holding the right for
access of state secrets if accompanied by dangbBs@bsure or becoming known to a person
with no right of access, processing of informates state secrets with no legal grounds,
classification of state secret on the incorrecalegrounds, at an incorrect level or for an
incorrect term, failure to classify a state secfailure to declassify a state secret after the
lapse of a threat to security before the expirglagsification term or failure to comply with
the notification requirement, specified in subsawi 19 (3), (4), (6) and (7), subsection 32
(4), subsection 42 (6) or 8 45 of this Act shalpgunishable by a penalty fine of up to 200
fine units or an arrest.

(2) Conduct specified in subsection (1) of thistisecif the object of a misdemeanour is a
state secret classified as ‘secret’ or top sectall be punishable by a penalty fine of up to
300 fine units or an arrest.

(3) Conduct specified in subsections (1)-(2) oktkection if committed by a legal person
shall be punishable by a penalty fine of up to 8@,8uro.

[RT 12010, 22, 108 entry into force 01.01.2011]

8 54. Disclosure of State Secrets Due to Negligerened Loss of Classified
Medium

(1) Disclosure, unlawful communication or allowinglawful access to state secrets by a
person, required to maintain the confidentiality stte secret if the conduct was due to
negligence and also the loss of classified medinail e punishable by a penalty fine of up

to 300 fine units or an arrest.

(2) The same act if committed by a legal persoii flegpunishable by a penalty fine of up to

32,000 euros.

[RT 12010, 22, 108 entry into force 01.01.2011]

8 55. Liability for the Violation of this Act

(1) A person shall not be relieved from respongibivhen committing a misdemeanour, the
object of which was a state secret, information waslassified or the legal grounds,
classification level or term for classification xich information was changed, except if there
were no legal grounds for the classification offsuformation. A person shall be responsible
for classification of information with no legal gnods also after the declassification of such
information.

(2) If a person is deprived from a right for accasa state secret or the right for processing
state secrets and classified information of a fprestate outside the immovable or a movable
possessed by a state agency or Eesti Pank for damentiof a misdemeanour under the State
Secrets and Classified Information of Foreign Statet or the legislation issued on the basis
thereof, such a person must apply again for thpeatse right for a Personnel Security
Clearance or a Facility Security Clearance to obtiae right for access or a processing right.
(3) Provisions of the General Part of the Penal eCadd the Code of Misdemeanour
Procedure shall be applicable to the misdemearnpmaifsed in this chapter.

(4) Extrajudicial proceedings in a misdemeanouctieel in this chapter shall be conducted
by the Security Police.



Chapter 5 IMPLEMENTING PROVISIONS

8§ 56. Review of Media

(1) A possessor of classified information is reqdito review the classified media within one
year as of the enforcement of this Act, except megecified in subsection (2) of this section.
(2) The medium that is kept in an archive of a peser of classified information shall be
reviewed by the possessor of the information far frocessing of classified media, as
necessary, except the proceedings related to stoeggirements and the inspection provided
for in subsection 20 (7) of this Act.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(3) All the media, specified in subsection (2) lmstsection, must be reviewed, regardless of
their processing needs by January 1st 2012 atatestl The media shall be marked with the
classification of state secret of the highest lewehtained in the set of records.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

(4) If information contained by a medium is notsddied information for the purposes of this
Act, such information is declassified and the medis marked, as provided by this Act. If
information contained by a medium is classifiedaadlifferent level, legal grounds or for
different term for the purposes of this Act, thasdification marking of a medium, the
marking concerning the grounds of classificatiomeom of classification shall be respectively
changed.

(5) Section 15 or subsection 50 (4) of this Actlishpply as the grounds for considering
declassification of information and changing theelelegal grounds or term of classification.
Thereby there is no need to notify other agencresoastitutional institutions in advance of
the intention of declassification or changing teeel or term of classification and there is no
need to hear their objections before such actioms@nducted.

[RT 1,08.11.2010, 3 entry into force 18.11.2010]

8§ 57. Validity of Right for Access Granted Prior am Performance of
Security Vetting

(1) Personnel Security Clearances, Personnel 3$gcGtearance Certificates, temporary

permits of use of processing systems and cerigfscaif conformity, issued before the

enforcement of this Act, shall remain valid unti€texpiry specified in such documents.

(2) An open-ended right for access, granted undesexction 23 (3) of the State Secrets Act
shall remain in force for the period of one yeanathe enforcement of this Act if the person

is not deprived of the right for access prior tis time.

(3) A security vetting may be performed with redpeca person who has been granted a
Personnel Security Clearance, a Personnel Sedtiggrance Certificate or is holding right

for access before enforcement of this Act underdihigsections 23 (2) or (3) of the State
Secrets Act under the conditions provided for ia 8tate Secrets Act and pursuant to the
procedure provided for in this Act until the expo¥/such right for access or granting of right

for access under this Act.

8 58. Access to State Secrets After Establishmerftlast of Positions

(1) A person who is employed in a position whefteraestablishment of the list of positions
specified in subsection 20 (5) of this Act, he be snust have the right for access to state
secrets classified as "restricted" but who doeshotd a valid Personnel Security Clearance,
shall submit the documents specified in clause$1P¥ 2) and 3) of this Act to the agency
which performs a security vetting not later thamhwi one month after the entry into force of
the aforementioned list of positions.



(2) A person who is employed in a position wheftgraestablishment of the list of positions
specified in subsection 20 (5) of this Act, he be snust have the right of access to state
secrets classified as "confidential" or higher Wwhb does not hold a valid Personnel Security
Clearance that grants a right for access to seteets of respective level, shall submit a
Personnel Security Clearance application for perfieg a security vetting with respect to that
person to the agency which performs a securityingettot later than within one month after
the entry into force of the aforementioned lispositions.

§ 59. [Omitted from this text]

8 60. [Omitted -RT 1 2007, 44, 316 entry into force 14.07.2007]

861. [Omitted from this text]

§ 62. Entry into Force
This Act shall enter into force on 1st January 2008




